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Abstract
Joltzu is an EVM-compatible, proof-of-stake Layer 1 blockchain which makes user protection a part of the protocol.
It uses post-quantum lattice cryptography, native smart wallets, shared liquidity among dapps, a purpose-built Joltzu
Wallet, a 3D interactive world, a security council, circuit breakers (cap how fast value can leave protocols), account
safeguards (make large withdrawals and policy changes wait so they can be cancelled), contract invariants, a native
perpetual orderbook, lending, oracles and plugins. It pushes native smart contract execution into an optimized C++
node targeting one million transactions per second and sub-second finality with 500 ms slots.
There are two parts, one which is the protocol itself, handling decentralized consensus, transaction execution and
native services, and another which is the Joltzu Service Network (JSN), handling off-chain tasks and AI-driven
contract screening. It complements the protocol with purpose-built private RPC and indexer hosting, a post-quantum
VRF for on-chain randomness, keepers, a co-signer that only approves transactions meeting the owner’s rules, a
signature verification network and AI-driven contract analysis.
Joltzu uses sharded, stake-weighted BFT consensus, where validator groups certify batches for disjoint account
ranges in parallel and a global committee then commits the certified batches, in a deterministic order, into one
block. Validators sign with ML-DSA, a post-quantum scheme, and any account can add an ML-DSA key without
changing its address future proofing the chain against rapidly evolving AI-driven quantum computers.

1. Introduction

Most losses on public blockchains have nothing to do with
broken cryptography. They come from a user approving a
malicious contract, trusting a lookalike website, losing a key
or using an application with an exploitable bug. Binance’s
initial investigation traces the largest theft on record, about
$6.4 billion in October 2026, to one engineer’s compromised
laptop [1]. Each wallet and application defends against these
risks on its own, which means a single mistake usually leaves
the user with no protection at all. Section 7 shows how this
pattern produced the largest thefts to date and why AI is
making it worse.

Existing wallets do too little to prevent these losses and
sometimes it’s just not possible. Hardware wallets for in-
stance still blind-sign requests that their owners cannot read,
which is how Bybit’s signers approved a $1.46 billion theft [2].
Once a transaction is signed no wallet can slow down the
funds leaving. Wallet drainers alone took $494 million in
2024 [3]. This is why Joltzu ships its own wallet, Joltzu Wal-
let, built around the protections existing wallets lack (Sec-
tion 8), and backs it with protocol rules and support for
post-quantum accounts.

Common financial services, including markets, lending,
payments, escrow, subscriptions and inheritance, are native
to the chain, so developers can compose them instead of re-
building them and users deal with one consistent permission
model.

Developers can keep using the existing tools developed for
the EVM [4], such as Remix, Hardhat and ethers, and ap-
ply similar techniques to build on the chain. JOLT is the
common asset for fees, staking and applications, and any
additional ERC-20 asset needs Security Council approval,
with an emphasis on tokenized stocks, verifiable claims and
payment assets. The Lab funds useful applications and sus-
tained development, so a developer can build a business with-
out launching another token.

1.1. Two parts: the protocol and the Joltzu Service
Network

Joltzu has two parts, and its applications, including Joltzu
Wallet, the developer platform and Joltzu World, build on
both (Figure 1). The first part is the Joltzu protocol, the
chain itself, which covers consensus and staking, execution
and accounts, authenticated state, safety rules and native
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Figure 1: Joltzu’s two parts. Validators running the refer-
ence node operate the protocol, and the protocol alone de-
cides the ledger. The Joltzu Service Network does the off-
chain work for applications, but consensus never depends on
it and validators recheck whatever it submits.

services. This paper specifies the design, and the Joltzu doc-
umentation tracks what is implemented. The protocol is de-
centralized because stake-weighted validators run consensus
and every validator executes the full ledger.

The second part, the Joltzu Service Network (JSN), pro-
vides the off-chain services: public RPC endpoints, appli-
cation hosting, verifiable randomness (VRF), keepers, co-
signing, SigNet and the AI agent network’s workers. JSN is
distributed, not decentralized. Many machines provide avail-
ability and capacity, but one operator runs them all. JSN
runs separately from the validators and consensus never de-
pends on it, so an outage can delay its services but not block
production or finality. Everything it submits is an ordinary
transaction or a signed or proved result, which the protocol
rechecks. Anyone unwilling to trust the operator can verify
state and receipt proofs, run their own node, host an ap-
plication elsewhere or, where the protocol allows, execute a
due payment themselves.

1.2. Design principles

We designed Joltzu around four principles, and they come
up throughout this paper.

1. Protection in the protocol. Validators enforce account
policies and safeguards, outflow budgets, holds and locks
on every spending path, so it doesn’t matter which wallet
someone is using.

2. Separated, bounded authority. The security model
relies on committees with limited, well-defined powers.
Committees can only act with a supermajority of their
full membership and leave a public record (Section 5.6).

3. Contain without halting. Circuit breakers cap how
fast value can leave (Section 5.2) and bonded pauses and
Council holds stop the funds involved (Section 5.7). The
network never gets paused and finalized history is never
rewritten.

4. One shared ledger. Native services share balances,
reservations and settlement, which means you could lend

funds, add orders to the orderbook and many other things
simultaneously.

1.3. Organization

We start with the protocol core in Sections 2–4, which cover
consensus, execution, accounts, state and the validator node.
Sections 5–7 then explain how the safety rules and the AI
agent network prevent and contain losses, and test that de-
sign against the largest exploits to date and the growing
threat from AI. Section 8 covers Joltzu Wallet, and Sec-
tions 9–12 the native services, which are payments, condi-
tional transactions, identity, markets and lending. Section 13
describes JSN, and Sections 14–15 the developer platform
and Joltzu World. We close with governance and attacks,
and the appendix gives the TLA+ specification of consen-
sus (Appendix A).

2. Sharded Consensus

The issue every distributed system faces is how to agree on
a value among a set of nodes. Joltzu’s validators run the ref-
erence node and do this through stake-weighted Byzantine
fault-tolerant (BFT) consensus, secured by the JOLT that
they and their delegators stake. To spread the work of collect-
ing and certifying transactions, validators are split up into
groups, each responsible for a range of account addresses,
and these groups prepare and certify batches concurrently.
Global consensus then commits a Jolt block, which is one
ordered list of certified batches that every validator executes
against the shared state (Figure 2).

Groups divide up the consensus work and not the state.
Every validator holds and executes the complete ledger, so
there are no shards to bridge between and an application
sees one state, whichever groups its users belong to.

2.1. Account ranges, epochs and committees

Joltzu keeps the 20-byte EVM address space A =
{0, . . . , 2160 − 1}. With N groups, a transaction from sender
address a is routed to group ⌊aN/2160⌋. For instance, two
equal groups divide the space as

A0 = {0, . . . , 2159 − 1}, (1)
A1 = {2159, . . . , 2160 − 1}. (2)

Routing uses the sending account’s own address, even for a
multisig account, and its signers’ addresses play no part.

Time is divided into epochs of 512 slots, where each slot
targets 500 ms. This means that an epoch lasts 256 seconds
(just under 5 minutes). Each epoch has a fixed committee
and group assignment, and a block may announce the com-
mittee for the next epoch. Once that block is finalized the
change takes effect at the epoch boundary, and followers
and light clients learn about it from certified history. Since
each group signs under its own domain, a certificate cannot
be replayed in another group or epoch. Figure 3 shows an
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Figure 2: Groups certify batches at the same time, then global consensus commits to one transaction order and every validator
executes the same Jolt block against the shared application state.
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Figure 3: An illustrative group of six validators. The high-
lighted arrows show a proposal being sent out, and the peer
links also carry votes and recovery messages. The actual com-
mittee size will come from security analysis.

illustrative group of six validators, but production commit-
tee sizes will depend on stake distribution and adversarial
analysis.

2.2. Randomness and proposer scheduling

RANDJAO orders proposers within each epoch and seeds
the assignment of validators to groups. Each validator com-
mits to a Merkle root over secret values, one for each height,
and the root and tree depth are part of its committee record.
A proposer includes a reveal in its block, which is the secret
for that height along with its Merkle path. Because the root
fixes every secret in advance, a validator has exactly one
valid reveal for each height. A signature couldn’t give us this,
since ML-DSA signatures aren’t unique and a proposer could
keep signing until the output suited it. The randomness of
a block is the hash of its parent’s randomness and the new
reveal, and block headers, finality records and checkpoints
all carry this value so that light clients can verify it. Check-
ing a reveal takes a few dozen hashes and needs no state.

A tree of depth 28 lasts about 4.25 years at two blocks per
second, and a committee transition can install a fresh root
before the heights wrap around. The proposer order of a new
epoch is then seeded from the randomness of the block that
announced that epoch.

A proposer can still bias this chain of reveals by withhold-
ing its block, and the bias reaches the epoch seed which sets
proposer order and group assignment. A threshold BLS bea-
con would remove that bias, but it wouldn’t survive a quan-
tum computer and there is no standardized post-quantum
equivalent, so we don’t use one. The proposer gives up its
block to do this, and we accept the remaining bias as a limit
of the current design (Section 17.5).

2.3. Group certificates

Each group queues transactions from its account range and
forwards them to the scheduled leader, and batches respect
sender nonces, fee priority and resource limits. Members val-
idate a batch and sign votes bound to its proposal with ML-
DSA-44, a post-quantum signature scheme [5], and a certifi-
cate lists the signers’ addresses with one signature from each.
These signatures don’t aggregate, so a certificate grows by
about 2.4 KB for each signer, and we cap an active commit-
tee at 32 validators (Section 16.2). Every validator key is
registered with a proof of possession, which shows control of
the key before it can join. For total assigned weight W , a
certificate needs a set of signers Q whose weights wv satisfy∑

v∈Q

wv > 2W/3. (3)

Offline validators still count towards W , so an outage can-
not lower the bar for the validators that remain. This means
that committee security depends on voting weight and on
how committees are sampled, and the raw number of valida-
tors isn’t what decides it. A certificate shows that a group
validated a batch, but it doesn’t finalize state or guarantee
that every call in the batch will succeed.
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2.4. Global ordering

Global consensus commits which certified batches are in-
cluded and the order in which their transactions execute. We
chose a deterministic ordering rule that ignores arrival time.
Transactions are ordered by gas price, although a sender’s
transactions always stay in nonce order. If two transactions
share a sender and nonce, only the higher-paying one is kept,
and any remaining ties are broken by transaction hash. A
transaction whose declared gas no longer fits in the block is
deferred, together with its sender’s later transactions. Com-
mit evidence binds the parent block, epoch, slot and ordered
transactions.

A call in a certified batch can still fail if an earlier trans-
action changed the state it relied on, because shared state
is resolved in this global order. Gas-price priority also gives
proposers some influence and doesn’t guarantee fairness by
arrival time.

2.5. Consensus phases

Agreement proceeds through prepare, pre-commit and com-
mit phases, using certificates and persistent voting locks.
HotStuff [6] is a reference design, although it isn’t a proof
of this composition of group and global consensus.

Prepare: a validator checks the proposal’s parent, epoch,
slot and resource bounds, then re-executes its transactions,
and it only votes if the resulting state root, receipts root and
gas used match the proposal. It stores the proposal body
before voting, so a prepare certificate proves that a quorum
holds the data. Pre-commit: validators verify the prepare
certificate and their existing locks before voting. Commit:
a block is final once its commit certificate forms.

Because a validator records every vote durably before sign-
ing it, a crash and restart cannot make it contradict itself.
If for whatever reason a leader doesn’t produce its block,
the round times out and the next proposer takes over with
existing locks still held. There can be many reasons for this,
such as the validator being down for maintenance, under
attack or choosing to omit a block for malicious or moral
reasons. In any of these cases the validator isn’t slashed and
just misses out on the slot reward.

The next batch can be prepared while the current one is
still completing, although dependent work stays speculative
until its predecessor is final. Nodes monitor clock skew to
support the 500 ms slot target, but it is quorum evidence
and locks that decide agreement and the clocks have no say
in it.

2.6. Staking and slashing

Validators register an ML-DSA key with a proof of posses-
sion and a reveal root (Section 2.2), and accept delegated
JOLT through share-based stake positions. Withdrawals
pass through an unbonding period, which is how stake stays
accountable for recent behaviour. A missed slot costs only
that slot’s reward, while signing two conflicting votes for

the same height, round and phase is slashable. Anyone can
submit the two votes as evidence, and the validator then
loses part of its stake and may be barred from validating
in the future. The reporter receives a share of the penalty
and the remainder becomes protocol revenue (Section 3.9).
Delegators share any loss in proportion to their stake, and
this includes stake that is still unbonding.

2.7. Network topology and data availability

Dense links within small groups reduce forwarding hops.
Between groups Joltzu uses a layered ring mesh topology
with randomized cross-group links and gossip. Redundant
routes improve resilience, but they do not replace availabil-
ity checks. Validators authenticate one another with mutual
TLS and apply per-peer quotas, so a flooding peer only loses
its own traffic.

Storing proposal bodies before prepare votes gives a sim-
ple availability guarantee, because whatever is certified is
held by a quorum. Erasure-coded dissemination with Reed-
Solomon-style fragments would use less bandwidth than full
copies, but it can only replace them if its reconstruction
thresholds, commitments and recovery from data withhold-
ing preserve that guarantee.

2.8. Formal verification

We specify the group and global protocols in TLA+ [7] and
prove their safety in Appendix A. The ledger never finalizes
two blocks at the same height, every included batch is valid
and was finalized by its own group, and every finalized block
is stored by an honest validator. These properties hold with
weighted quorums and locks, under arbitrary message delays,
equivocating leaders and Byzantine validators that sign any-
thing. The TLC model checker confirms them exhaustively
on bounded configurations, including one in which a whole
group is Byzantine, and that group can equivocate but can-
not fork the ledger or insert an invalid batch. These results
don’t cover liveness, epoch transitions or RANDJAO.

3. Execution and Accounts

The EVM is the only contract environment on Joltzu. Con-
tracts are ordinary EVM bytecode which validators execute
natively on their host hardware, they share one state with
the native services and they call those services through
precompiles at fixed addresses. Where Joltzu differs from
Ethereum is the account, because validators enforce each
account’s policy on every execution path (Figure 4).

3.1. EVM semantics and application security

Within a published compatibility scope, contracts keep the
EVM’s arithmetic, storage, calls, callbacks, reverts and gas
metering [4], and addresses are still 20 bytes. Joltzu does add
rules of its own, such as network eligibility, asset policy, out-
flow limits and holds, but we state these as explicit additions
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Figure 4: EVM contracts use shared state and native ser-
vices, subject to account authorization and the protocol’s
safety controls. Optimized execution has to keep the speci-
fied EVM behaviour and follow Joltzu’s execution policies.

and do not silently change how the EVM behaves. The proto-
col does not ban reentrancy, so it is up to developers to pro-
tect their application invariants with reentrancy guards, the
checks-effects-interactions pattern and testing [8]. Screening
(Section 5.1) looks at these protections, including the ones
against cross-contract and read-only reentrancy.

3.2. Native smart accounts

Every address has an account policy, which sets who can
act for it and within what limits. A new key-derived address
starts with an implicit policy whose only signer is its own
key, which is how it behaves like an ordinary Ethereum ac-
count and needs no wallet contract. Later on the owner can
enable multisig, guardian recovery and bounded grants at
the same address, and the account keeps all of its balances
and positions. Contracts check a signature from any account
through the standard ERC-1271 interface [9], and the proto-
col answers from that account’s policy, implicit or explicit,
so an address with no code answers too and a standard wal-
let’s signature works unchanged. The ecrecover precompile
is deprecated. It stays for compatibility with existing con-
tracts, but it names a key rather than an account, so it
speaks only for a key that can still act alone and cannot
represent a threshold or post-quantum signer.

Because validators are the ones enforcing the active policy,
it doesn’t matter which wallet, relayer or keeper submits a
transaction, and the policy still applies when the wallet app
is closed. Joltzu Wallet (Section 8) is the main interface to
these accounts.

3.3. Multisig and payment thresholds

An account can require m of n approvals, with any mix of
ordinary keys and post-quantum ML-DSA keys, and there is
no separate contract to deploy [10]. Each signer counts once.
An approval is tied to the account, chain, policy version,

nonce, complete action and expiry. This means a relayer
cannot alter an approved action or reserve funds merely by
collecting signatures. Whoever submits an approval pays its
gas, which might be one of the signers’ own addresses, a co-
signer or an exchange’s relayer, and the approval can also
name a relay fee, in JOLT or a listed stablecoin such as
USDC, that the account pays the submitter before the plan
runs, together with the least gas the plan has to receive.
The fee stays paid if the plan fails, so a relayer can rely on
it, and because the minimum gas is signed a relayer cannot
collect the fee by starving the plan. One of the signers can
be JSN’s co-signer, which only signs requests that meet rules
the owner has set, such as an IP allowlist or an authenticator
code (Section 13.5).

For routine use an account can set a lower payment thresh-
old. For example, a three-signer account might let any one
signer pay up to a fixed JOLT amount to a plain address, or
perform a short list of capped native actions such as plac-
ing a bid or repaying a loan. Contract calls, token approvals
and policy changes still need the full administrative thresh-
old. If signers go missing neither threshold gets any lower,
and changing the policy invalidates outstanding approvals.

3.4. Recovery

An owner who enables guardian recovery sets a guardian
threshold and a delay. All the guardians can do is propose
a replacement signer set, which the owner can cancel dur-
ing the delay, and they do not gain any spending authority.
Recovery keeps the account’s locks, debts, holds and funded
commitments.

3.5. Safeguards

An account can also opt into safeguards, which slow down
whoever controls it, so that a stolen key, a compromised sign-
ing service or a quorum of deceived signers has to wait in
public before it can move much value or change who controls
the account. The owner sets a delay of between one hour and
30 days, a daily allowance for each asset they want to limit
and up to four cancellers, which might be the owner’s own
offline key or a multisig of their guardians. Every debit of a
limited asset draws on its allowance whichever path it takes,
including the account’s own key, plans, payment thresholds,
grants and contract allowances, and the allowance refills
evenly over a day, so splitting a withdrawal into smaller
ones doesn’t help. Anything larger has to be scheduled. The
signers approve the plan in a separate signing domain, which
means an approval to run a plan now can’t be queued and a
queued one can’t be run now, and once the delay has passed
anyone can release the plan within the following week. Until
then the account or any of its cancellers can cancel it, and
a policy change that takes effect first makes it lapse.

Safeguards also delay any change that loosens the ac-
count’s authority. A new signer set or threshold, a new pay-
ment threshold or a looser safeguard waits for the delay in
the same way, while a change that only tightens the safe-
guards applies at once, so an attacker who tricks the signers
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into replacing them ends up with a public, cancellable pend-
ing change instead of the account. Every scheduled plan and
change emits an event, which lets wallets and watchers alert
the owner while there is still time to cancel.

Safeguards cannot tell the owner apart from an attacker
who also holds the whole threshold. Such an attacker can still
take the daily allowance and cancel the owner’s own changes,
while the cancellers stop anything larger, and that buys time
for bonded pauses and holds on the rest (Section 5.7). A can-
celler can only cancel, but it can cancel any waiting change,
including the one that would remove it, since otherwise an
attacker could first schedule the removal of every canceller,
and so a canceller should be someone the owner would trust
with a veto.

3.6. Grants and delegated authority

Because approving every action reduces the UX, an owner
can issue bounded grants instead. A payment grant lets a ses-
sion key pay JOLT to a fixed recipient within per-payment,
daily and lifetime limits, an operation grant permits one ex-
act contract call a limited number of times and is pinned
to the target’s code, and a token grant permits bounded to-
ken transfers. Every grant expires. Joltzu Wallet builds its
website-bound permissions on these primitives (Section 8.4).

We deliberately treat grants and funded commitments dif-
ferently. A grant or recurring mandate doesn’t reserve any
funds, so a policy change, for instance after a lost device,
revokes it. A funded commitment, such as a voucher bud-
get, escrow or bequest, has already moved its funds out
of the spendable balance, which is why it survives policy
changes and recovery and only ends under its own terms
(Section 9.5).

3.7. Native services and precompiles

Joltzu exposes its native services, which include markets,
lending, payments, oracles and staking, through versioned
precompiles at fixed addresses. Each precompile defines its
inputs, outputs, permissions, errors and gas costs, which
gives developers a clear interface to call. A precompile call
doesn’t get around the account rules, because it carries the
authenticated account context and obeys the caller’s policy,
locks and outflow limits. Native state changes are journaled
with EVM state, which is how the two commit or roll back
together within a transaction.

3.8. Native JOLT and its ERC-20 interface

JOLT is the chain’s native asset, and it is used both to
pay for activity and to give participants something at stake.
It pays transaction and native-service fees, and transaction
fees go to the block proposer by default. JOLT also backs
AI-worker bonds and retention-lease collateral (Sections 6
and 4), and validators and delegators stake it (Section 2.6).
JOLT’s supply, allocation and distribution are outside the
scope of this paper.

JOLT is also the EVM’s value balance. A built-in inter-
face exposes it through the ERC-20 functions balanceOf,
transfer, approve and transferFrom, so there is no wrap-
ping [11]. Native transfers and ERC-20 calls read and up-
date the same balance under the same safety checks, and a
token allowance grants permission without creating a second
balance (Figure 5). Canonical transfer events stop indexers
from counting a movement twice. There is no wrapped Jolt
token which improves UX.

3.9. Protocol revenue and the treasury

Some JOLT is taken from participants as a penalty or a fee
rather than paid for execution: the part of a slash left af-
ter the reporter’s share (Section 2.6), the bond of a pause
the Council rejects (Section 5.7) and alias registration fees
(Section 14.6). Joltzu doesn’t burn all of it. In our illustra-
tive parameters half is burned, a quarter goes to the reward
reserve of the JOLT/USDC farm (Section 12.3) and a quar-
ter goes to the treasury. Burning offsets new issuance, the
farm’s share ties liquidity rewards to how much the network
is used, and the treasury pays for audits, development and
other work the community chooses. The JAO governs the
treasury (Section 16.1), not the Security Council, so a Coun-
cil that rejects a pause cannot direct the bond it slashes.
Transaction fees are separate and go to the block proposer.

4. State, Storage and Node Architecture

Validators run the C++ reference node, while JSN’s off-
chain services run outside it (Section 13). This section cov-
ers state, storage, validator structure and performance work.
One million transactions per second is a throughput target.
This is phenomenally hard, and what is achievable depends
on parallelism, state contention, signature checks, durable
writes and network bandwidth, which is why every optimiza-
tion has to be justified by workload measurements.

4.1. Authenticated state and history

EVM contracts and native services share one Merkle-
Patricia state trie. Each block identifier commits to the
block’s contents, state root, receipts root and an index of its
logs, so any account, storage value or event can be proved
against a finalized block. A native precompile keeps the state
roots and block hashes of recent blocks, and a permanent ac-
cumulator lets a short Merkle branch authenticate the roots
of any older block. This means contracts can verify historical
state and event proofs on-chain without trusting an archive
operator.

4.2. Light clients

A light client starts from a trusted committee and check-
point, and checks each block’s commit certificate, parent
link, timestamps and randomness chain. It tracks commit-
tee changes through certified history, so trusting the first
committee is enough to follow later epochs. Instead of re-
executing transactions, it requests state proofs for the data
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Native JOLT send
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ERC-20 interface
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Explicit authorized
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Figure 5: Native and ERC-20 operations use the same JOLT cash balance and the same safety checks. Lending claims and
wrapper backing are accounted for separately, and neither creates additional assets.

it needs. How recent its starting checkpoint has to be is a
question of weak subjectivity (Section 17.3).

4.3. History retention and filter nodes

Validators need recent state to execute, but not all of history.
Archive peers serve certified history and proofs to clients
and to nodes that are catching up, and retention leases fund
that service. An archive holder posts collateral and a named
client prepays the price, and anyone may then challenge a
covered state, log or receipt record for a fee. Answers are
verified on-chain against committed roots. If a challenge is
left unanswered for 256 blocks (an illustrative value) the
lease fails, and the holder’s remaining collateral and any
unearned prepayment go to the client. Griefing is limited
because each lease accepts a bounded number of pending
challenges.

We propose filter nodes for projects which only process
certain events, because archive nodes can be expensive to
run. A filter node retains selected ERC-20, ERC-721 and
ERC-1155 transfer and approval streams to make indexing
cheaper. It answers only the queries it supports, so other
history still requires an archive, and resynchronizing cannot
leave gaps in these streams.

4.4. Storage

The storage layer has to keep disk work cheap and stay con-
sistent when something fails. Joltzu uses RocksDB for the
main log-structured store and write-ahead log [12]. Caches,
Bloom filters, batched writes and compaction reduce read,
write and space amplification. For consistency, execution
state and consensus safety records live in separate stores,
each store commits atomically, and records that need to
change together share a commit boundary. A validator
may spread storage across nearby machines, but reads and
durable commits still need one consistent failure boundary,
and spreading storage this way doesn’t reduce replication
across validators.

4.5. Validator process architecture

A validator is one logical node built from cooperating com-
ponents. Networking, signature verification, execution and
storage can be spread across cores and nearby machines, but
they are still one validator with one consistent durable state.
That is why benchmarks need to include every machine, the
cost of coordinating them and their failure boundary.

A validator’s ML-DSA signing key lives in a separate
signer process. The node only requests a signature for a vote
after recording it durably, and it verifies the returned signa-
ture before using it.

4.6. Performance engineering

Instruction dispatch and native compilation

Using an interpreter is not optimal, because it spends time
on dispatch and stack management as well as the computa-
tion itself, so Joltzu compiles contract bytecode to machine
code and executes it natively on the host hardware. For in-
stance, Listing 1 shows this overhead for a simple addition,
while a translated representation can express it directly.

switch (opcode) {
case add: {

const auto s = stack.pop();
stack.top() = stack.top() + s;
break;

}
}

Listing 1: Illustrative interpreter dispatch for addition.

result = a + b;

Listing 2: Conceptual direct representation of addition.

Removing dispatch and stack traffic saves work, but the
translated code still has to preserve correct 256-bit arith-
metic, operand validation, gas accounting and exceptions,
and host integer types cannot silently replace EVM words.
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Interpreted, compiled and native execution have to produce
identical results, state changes, failures and gas charges on
all supported hardware, checked against a reference inter-
preter.

Compile-time constants

C++ compilers are very good at optimizing at compile time,
and specialization can remove runtime branches for fixed
configuration. This means mainnet and testnet are com-
pletely separate builds, each with an explicit network iden-
tity.

Branching and dispatch

Branches like the one in Listing 3 incur a cost with the
CPU’s branch predictor, and unpredictable ones can disrupt
the pipeline. Branchless alternatives will make frequently
executed paths faster, especially when branches are hit close
to 50-50.

if (condition) {
// Perform the first operation.

} else {
// Perform the alternative operation.

}

Listing 3: Conditional control flow in C++.

Virtual dispatch is a similar trade-off. Joltzu uses direct
calls where the target is known, which removes repeated
vtable lookups from hot paths without imposing one pro-
gramming style on the whole node.

Memory and hardware acceleration

Over time many small dynamically allocated objects leave
small pockets on the heap which cannot be used for any-
thing bigger. Joltzu reduces this fragmentation, and alloca-
tor overhead, with memory pools which recycle short-lived
transaction and message allocations, and explicit ownership
and lifetimes keep this reuse safe across threads.

Batched signature verification can run on CPUs or accel-
erators, and SYCL is used for shared C++ compute code on
the GPU with a CPU fallback. The gains depend on hard-
ware support, transfer overhead and batch size, and every
path has to produce identical protocol results.

Network encoding and C++ layout

A typical ABI may add padding to a structure such as the
following:

#include <cstdint>

struct SomeStruct {
std::uint8_t x; // Often followed by 3 pad bytes.
std::uint32_t y;

};

Listing 4: Illustrative aligned structure; layout is ABI-
dependent.

Aligned memory: 8 bytes
x

0

pad

1

pad

2

pad

3

y

4

y

5

y

6

y

7

Packed field values: 5 bytes
x y y y y

Padding is not payload; byte order still requires a specification.

Figure 6: Aligned and packed layouts for Listing 4, assum-
ing four-byte alignment for uint32_t. A portable wire format
also has to define byte order and field access.

With four-byte alignment for y, this structure commonly
occupies eight bytes, although its field values need only five
packed bytes (Figure 6). Unpacking data off the wire takes
time, so Joltzu’s network format lets messages be read in
place, without a separate allocation and unpacking step for
every field. Cap’n Proto is a reference for an encoding with
a defined, word-oriented layout [13]. Because portability de-
pends on fixed widths, byte order, alignment, bounds checks
and versioning, compiler-specific layouts and uninitialized
padding stay out of the wire format.

4.7. Congestion controls

Since one busy application should not be able to crowd out
the others, Joltzu gives each contract and service its own
deterministic budget [14]. A call that touches several ser-
vices draws on each relevant budget within total replicated
capacity, and the budgets have to account for address split-
ting, fair admission, maintenance traffic and the expiry of
deferred work.

5. Safety Model

Everyday users cannot audit each application before using it,
and even careful users occasionally sign something malicious,
such as an approval for a contract that later steals their
funds. So Joltzu layers its defences. Wallet screening acts
before a transaction is signed, then network eligibility, ac-
count policy and safeguards, contract invariants and outflow
limits act while it executes, and finally monitoring, bonded
pauses, holds and the Security Council act once something
is detected (Figure 7).

5.1. Wallet screening and network eligibility

Joltzu distinguishes between reviewed code, which has ver-
ified source and security screening, and admitted code and
assets, which network policy permits. Verification matches
the source and compiler settings to the bytecode. Screening
looks at proxy upgrades, factories, dependencies, privileges
and initialization, and it records the tools, tests, AI findings
and implementation that were reviewed. By default Joltzu
Wallet requires verified source and a security scan before an
action, although the user can override that requirement for
one approved action.
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Before signing
Wallet screening + explicit override

During execution
Eligibility, account policy,

safeguards, invariants,
locks, outflow limits

After observation
Evidence-bearing anomaly alerts

Bounded restriction
Bonded pause, issuer hold

Security Council
Rule on pauses, place holds, set budgets

Escalate

Figure 7: Defences act before signing, during execution and
after detection. A pause or a hold restricts a specific amount,
and the Council rules on pauses, places holds and adjusts
outflow budgets without halting the network.

Network eligibility is different because it’s a consensus rule
that applies to every submitter, whichever wallet they use.
It covers asset admission, per-asset holder permissions and,
optionally, a set of admitted runtime code hashes. When
code eligibility is enforced, every contract creation has to
deploy admitted code, and that includes contracts created
by a factory, so a proxy can only delegate to admitted imple-
mentations. A code-admission committee admits or revokes
hashes for future deployments, and revoking a hash leaves
code that is already deployed as it is. If a user overrides
screening, that only waives the wallet check, while eligibility,
account permissions, locks and incident restrictions all still
apply. Neither review nor admission guarantees that code is
free of defects.

5.2. Circuit breakers

A circuit breaker limits how quickly value can leave, so that
a theft which gets past every other check runs into a ceil-
ing before it empties its target. Joltzu’s circuit breakers are
outflow budgets, which apply to an asset, protocol, wallet
or service. Each budget has a capacity, a refill rate and a
maximum single transfer, and it works like a bucket that
slowly refills up to its capacity. For instance, an asset with
a capacity of 100 million, a refill of 1 million an hour and
a maximum transfer of 25 million lets an attacker take at
most 100 million straight away, across at least four transfers,
and after that only 24 million a day (these numbers are il-
lustrative). That is the difference between losing everything
in two transactions, as Ronin did, and having hours or days
to respond.

A budget counts every actual debit of the asset whichever

path it takes, including EVM value movements, native trans-
fers, market settlement and firm quotes. Splitting a with-
drawal across transactions or accounts doesn’t help because
all the parts draw on the same budget, and because budgets
are measured in asset units and protocol time, stale or ma-
nipulated prices cannot increase capacity. A transfer that
exceeds the available budget fails as a whole, and partial
settlement is only possible through an explicit partial-fill in-
terface. Capacity shares a journal with balances, so a failed
settlement or a revert restores both. A resting order isn’t re-
sized when someone else uses the budget, and its settlement
simply has to pass the same check. When capacity recov-
ers, queued actions are rechecked so that a backlog does not
drain the restored budget all at once.

A circuit breaker doesn’t stop the network. Protocol fees
sit outside the budgets, so blocks keep being produced and
operations that move no value carry on. The Security Coun-
cil can set a temporary budget during an incident with more
than two-thirds of its whole membership (Section 5.6), and
that budget has to expire, within a day in our illustrative
parameters, after which it imposes no restriction unless the
Council publicly renews it. Updating an active budget keeps
the capacity that remains, clamped to the new limit, and a
renewed budget starts empty, so neither action can be used
to quietly refill it.

The trade-off is that a budget is shared. Once an attacker
has used it up, honest users of that asset wait for the refill
too, and legitimate large flows need arranging in advance
(Section 5.6). We accept this because a delayed withdrawal
can be put right and a stolen one usually cannot, but it
does mean a budget needs setting high enough that normal
activity never reaches it.

Targeted JOLT restrictions

Emergency caps can apply to direct sends, internal calls,
markets, lending, liquidations and wrappers while block pro-
cessing carries on. Native JOLT and its representations share
one exposure account. Cancellations, accounting and oracle
updates can still go through, and any recovery exception
binds its purpose, recipient, amount and expiry.

5.3. Contract invariants

Outflow budgets limit what an exploit takes once it is under
way, but many application exploits end in a state that the
protocol’s own authors would have called impossible, such as
debt that its collateral no longer covers or a pool that holds
less than its shares are owed. A contract can therefore name
an invariant checker, which is a separate contract with a
read-only function that says whether the protected contract
is still sound. After every transaction that ran the contract’s
code or debited it, validators call the checker with a bounded
share of the transaction’s own gas, and if the checker doesn’t
confirm that the invariant holds, the whole transaction re-
verts. The check runs once at the end of the transaction
rather than after each call, so flash loans and other tempo-
rary imbalances still work as long as the contract ends up
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sound, and because the call is read-only it cannot change
state or move value. Only the contract itself can name or
clear its checker, which means its code has to provide for
that, and a contract that can clear its checker should only
do so through its own timelock.

An invariant only enforces what its code states, so a wrong
or incomplete one lets an exploit through and one that is
too strict reverts honest transactions. It also only sees state
on Joltzu, which means it cannot catch a bridge accepting
a forged message about another chain. Its value is that it
doesn’t depend on anyone finding the bug, so an invariant
written when a protocol is generated (Section 14.1) still pro-
tects it years later, when a new class of bug turns up in its
code or its compiler.

5.4. Voluntary time locks

An owner can lock selected assets until a chosen date, up to
a year ahead. A lock can be extended but never shortened,
and nobody can release it early, whether that is the owner, a
delegate, a guardian or the Council. Locked funds count as a
hard obligation, so conflicting allowances, debts, margin and
funded commitments have to be settled first. Incoming funds
do not extend an existing lock. Recovery or inheritance can
establish a future controller, but neither of them can release
the lock early.

5.5. Issuer controls for approved assets

Each approved asset other than JOLT has an issuer commit-
tee, which can place an expiring, amount-specific hold on a
holder’s balance with a recorded incident reference. It can
also set holder permissions, such as whether an account may
send, receive or trade the asset, and it can delist and relist
the asset. Delisting closes the asset’s markets to new expo-
sure, including AMM pools and their farms (Section 12.3),
orders, quotes and new loans, while existing balances stay
transferable and positions can still be exited. A hold only
stops funds from moving. It cannot move, mint or burn them,
and an issuer committee has no say over JOLT or any other
asset.

5.6. The Security Council and who can do what

The validator Security Council coordinates incident re-
sponse. It sets temporary outflow budgets for approved as-
sets, including JOLT, it places and releases expiring holds on
specific funds in any account or contract, it rules on bonded
pauses (Section 5.7) and it approves ERC-20 assets for list-
ing (Section 12.1). Each action binds a nonce and an expiry,
is recorded publicly and needs signatures from more than
two-thirds of the whole Council, counting absent members.
It cannot pause the network or release voluntary locks, and
it cannot move, mint or burn user funds. Recovery changes
the state from that point on, and finalized history is never
reversed.

A hold is how the Council freezes stolen funds without

stopping anyone else. It names one asset, one account or
contract, an amount and an incident, and it lasts at most
30 days in our illustrative parameters, after which it ends
unless the Council publicly places it again. The held amount
cannot be spent, pledged or used to pay fees, while the rest
of the account carries on as normal and the funds still belong
to whoever held them. Native service accounts and native
pools cannot be held, so that markets keep settling, and
outflow budgets protect those instead. We know this is a
real power, because a compromised two-thirds of the Council
could freeze any account for as long as it kept renewing
the hold and a Council that can freeze funds will be asked
to by courts and regulators. We accept that because the
alternative is what other networks have done during exploits,
which is to improvise powers that their users were never told
about (Section 7), and so we state this one up front and put
every use of it on the public record.

The other powers go to narrower bodies (Table 1). Re-
mediation that needs new code follows the code-admission
path, and estates follow the owner’s own verifiers. Because
authority is divided this way, a compromised committee can
only do what its own powers allow.

5.7. Bonded pauses

Collecting signatures from more than two-thirds of the Coun-
cil can take hours and stolen funds do not wait, so anyone
who sees an exploit can stop the funds themselves by putting
up collateral. A reporter names an asset, an account or con-
tract, an amount and a commitment to their evidence, and
posts a JOLT bond that grows with the amount, at a rate
set for each eligible asset, and validators apply the pause
as soon as that transaction executes, without anybody’s sig-
nature. Since the protocol cannot judge the evidence, the
pause is short, lasting six hours in our illustrative parame-
ters, and it only stops that amount from moving, so nothing
is moved, minted or burned. A pause asking for more than
the target’s unlocked balance is reduced to fit, and its bond
with it, which means a target cannot dodge a pause by send-
ing a few units away first. Nobody except the Council can
lift a pause early, including the reporter who placed it.

The Council then has three days to rule. If it upholds
the pause the bond is returned, the pause becomes a Coun-
cil hold with no gap in between, and the reporter earns a
bounty of up to ten times the bond, which pays out after 30
days so that the Council can cancel it if the reporter turns
out to be tied to the attacker. If the Council finds the pause
unjustified the funds are released at once, the bond is slashed
as protocol revenue (Section 3.9), and the Council can refuse
new pauses on that target for up to 30 days, so that one ac-
count cannot be frozen over and over. If the Council doesn’t
rule in time the bond goes back with no bounty, because a
reporter should not pay for an absent Council.

Bounties come from a dedicated reserve which anyone can
fund, including protocols that want to reward people for
watching them. Slashed bonds never go to that reserve, so a
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Authority Can Cannot
Account owner Spend, issue grants, lock funds, set up recovery,

safeguards and bequests
Shorten a lock, skip their own
safeguard delay or bypass holds and
outflow limits

Guardians Propose a replacement signer set after a delay Spend funds, or proceed if the owner
cancels

Cancellers Cancel an account’s scheduled plans and
waiting changes

Spend funds or make any change
themselves

Security Council Set temporary outflow budgets; place and
release holds; rule on bonded pauses; approve
asset listings

Move, mint or burn funds; pause the
network; release voluntary locks

Reporters and pools Pause a specific amount for a few hours by
posting a bond

Extend or lift a pause; pause native
pools; recover a slashed bond

Issuer committee Hold amounts, set holder permissions, delist or
relist its own asset

Act on JOLT or other assets; move
funds

Code-admission
committee

Admit or revoke runtime code for future
deployments

Change deployed code or existing state

AI agents Report evidence; post bonded pauses like any
other reporter

Transfer assets, edit code or stop block
processing

Bequest verifiers Start a bequest’s notice period with a death
report

Redirect, shorten or settle a bequest

Table 1: We divide authority so that each party holds only narrow powers. Every committee acts only with signatures from
more than two-thirds of its full membership, and each action expires and cannot be replayed.

compromised Council cannot slash one reporter’s bond and
then pay it to itself as a bounty.

Collateral can be pooled, for those who want to back a
good watcher without running one. A pool takes JOLT de-
posits in exchange for shares, and its operator names the
reporters who can draw on it, each with an allowance that
shrinks for good when one of their bonds is slashed, so one
careless reporter cannot lose everybody’s deposit. Returned
bonds and bounties go back to the depositors, less a share
for the reporter which is fixed when the pool is created, and
depositors bear any slashing, which is why withdrawals wait
until every open bond of the pool has been ruled on. Ad-
dresses on the Council’s roster cannot report or deposit, al-
though we cannot stop a member from using another ad-
dress, and that is one more reason why bounties are delayed
and cancellable.

A pause can also be used as a weapon. Someone could
pause a lending contract so that its liquidations fail and earn
more from the resulting bad debt than the bond costs them,
and a larger bond only makes that more expensive, which
is why native pools cannot be paused and why the Council
can release a pause as soon as it sees one. An attacker could
also try to crowd out a real pause with small ones of their
own, so when an account’s pause slots are full a larger pause
displaces the smallest, whose bond stays at stake until the
ruling. Pauses and holds both only catch funds that are still
there, which means neither can stop a drain inside a single
transaction or recover funds that have already left the chain.

Pre-arranged outflows

Legitimate large outflows can be arranged in advance
through a Council-approved allowance, which binds the ac-
count, asset, destination, total amount, window and nonce.

It gives no access to user keys and does not waive KYC,
locks or active holds.

Bridges

Because bridging is one of the ways stolen funds get dis-
persed, bridge flows count towards per-account and aggre-
gate outflow limits. To keep track of bridges the Coun-
cil maintains a registry of bridge contracts, which records
each bridge’s source and destination networks, supported as-
sets, implementations and accounting adapters. Registering
a bridge does not vouch for its external security. The Coun-
cil can also refresh a named account’s bridge allowance, and
each refresh records the asset, amount, reason, window and
a single-use identifier. These refreshes accumulate visibly so
that they do not silently reset budgets, and they never re-
lease holds or voluntary locks. We will specify the registry
together with the first supported bridge.

6. AI Agent Network

The AI Agent Network screens contracts, detects threats and
helps users with their requests, using bonded workers that
run models off-chain as part of JSN (Section 13), outside
consensus, and return signed results. The protocol records
each request, keeps its fee in escrow, verifies the signed re-
sults and enforces accepted holds, but it does not require
validators to agree on an open-ended natural-language an-
swer. Joltzu keeps inference outside block execution so that
no ordinary transaction waits for a model and validators
need no AI hardware.

Reproducing a model’s output takes more than a shared
prompt and random seed, because hardware, quantization,
kernels and runtime versions can all change the result [15].
So each task names an execution profile for a selected worker
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Request, pinned profile, state context,
fee budget and deadline

Bonded worker committee
Independent off-chain inference

Threshold attestation and availability checks
Required disputes resolved before finalization

Finalized result commitment
Delivery tracked separately

Application callback
Authorization,

gas, replay checks

Unsigned typed intent
Decode, simulate,
gatekeep, confirm

Figure 8: A committee of workers produces an accepted re-
sult, and whoever consumes it still checks that it has the au-
thority to act. Security alerts use bounded quarantine, with
Council intervention authorized separately.

committee, and a rotating coordinator collects the responses
(Figure 8).

6.1. Requests and committees

A request fixes its inputs, execution profile, output schema,
state snapshot, deadline, callback and fee cap. Protocol ran-
domness then selects workers with the required profile, and
each of them runs the task independently and signs a re-
sult bound to that request, with the signature binding the
chain, service, nonce, committee, model, inputs, output and
delivery limits. The weighted signing threshold counts each
signer once and stays the same when workers are absent [16].
At any point a request is pending, proposed, challenged, fi-
nalized, expired or cancelled, with challenges resolved before
it finalizes and ledger order settling any race with a cancella-
tion. Callbacks are tracked separately and get retried within
their budget under single-use identifiers.

An execution profile pins the model weights, tokenizer,
prompt, formats, decoding settings, seed, arithmetic, run-
time and hardware. Deterministic tasks require reproducible
outputs, while for subjective tasks the workers evaluate one
normalized candidate against a rubric. Votes for different
outputs cannot form a quorum, and workers agreeing is no
proof that the answer is factually true. Optimistic replay [17]
and proofs for small quantized models are still research, since
both need executable verifiers, available data and bounded
challenge costs, and proving a computation doesn’t prove
what its output means.

6.2. Agent identities and work records

A versioned registry, drawing on ERC-8004 discovery pat-
terns [18], records operators, keys, profiles, endpoints and
fees, and receipts cover requests, results, delivery and upheld
disputes. If an agent changes operator its history stays with
it, but its reputation is not carried over. Bad actors could
try to build up reputation with self-generated jobs and co-
ordinated ratings, so worker selection has to resist both. A
good reputation doesn’t prove that an agent is right and it
doesn’t give the agent any authority. There is no agent token
either.

6.3. Security agents and quarantine

Security agents inspect approvals, privileges, oracle devia-
tions and fund flows, and they begin in shadow mode, where
they observe without acting, so that we can measure false
alarms, missed incidents, latency and drift under evasion
attempts and poisoned telemetry [19]. Independent attes-
tations require independent operators. Like the rest of JSN,
the agent workers are distributed, not decentralized, because
one operator runs all of them (Section 13).

We phase in enforcement: monitoring first, then recom-
mendations to the Council, then bonded pauses posted by
the agents themselves (Section 5.7). An agent has no special
standing, so its pauses need the same bond, last the same
few hours and face the same ruling as anyone else’s, and a
model that raises false alarms loses its operator money. Once
a pause is accepted, validators enforce it deterministically,
without consulting a model for each transaction. Agents in-
spect finalized blocks, which means they can only restrict
later movements. They cannot transfer assets, edit code or
stop block processing.

6.4. Incident tracing

Tracing follows an incident’s funds across accounts. Proto-
cols can register a flow profile of the deposits, withdrawals,
counterparties and net outflows they expect, and weakening
a registered profile requires its stated delay and authority.
An accepted incident record identifies the source transac-
tions, evidence, asset, attributed amount and review sta-
tus. The candidate tracing rule divides mixed transfers of
the same asset proportionally, with fixed rounding, so attri-
bution is conserved from hop to hop and cannot multiply
across branches. Holds only cover attributed value that is
still present. For instance, a 40-JOLT hold on a 100-JOLT
account leaves 60 JOLT under ordinary rules. Swaps, pools
and bridges need explicit adapters, and tracing has no way
to freeze every pool participant or to guarantee off-chain
recovery. The wallet shows the restricted amounts, reasons
and review status.

6.5. Natural-language intents

The agent turns a request into inspectable calls and limits,
and account authorization always stays outside the model.
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Example: prepare a swap

Swap up to 30 USDC for at least 100 JOLT to my account
using approved assets. Expire ten minutes after signing. Show
the route, approvals and total fee limit before asking me to
confirm.

The amounts are illustrative. The wallet resolves the ad-
dresses and deadlines, decodes the actual calldata and sim-
ulates it against current state. A signed intent binds the
chain, target, arguments, input cap, minimum output, recip-
ient, nonce, expiry and gas budget. If a route is unavailable
those limits still stand. Workers don’t receive user keys at all.
SDK helpers such as agent.orderBook(prompt) and agent.
estimate(prompt) provide versioned interfaces for submit-
ting and cancelling requests. RPC previews are advisory, and
contracts only consume paid, finalized results.

A price-triggered intent fixes the oracle feed, threshold,
asset, order limits, expiry and whether it recurs. An executor
watches finalized oracle reports and submits the call, and
execution then rechecks the report and the signed limits,
which means a stale or disputed report can’t trigger it.

Comments, websites, metadata and tool outputs are un-
trusted data, which is why they can’t change enforced per-
missions or a scanner’s authority. Workers generally see their
inputs, so confidential inference needs its own rules for cus-
tody, encryption and retention. Private keys and recovery
phrases must never go in a request, and hashing predictable
private data doesn’t hide it.

6.6. Fees and upgrades

A request’s capped JOLT escrow pays for inference, replica-
tion, availability, challenges and callback gas, and any un-
used funds are returned. Bonds penalize provable faults and
leave subjective disagreement alone. Model updates come
with published evaluations and activation epochs, while ex-
isting jobs keep their original profile.

7. Lessons from Major Exploits

More than $3.4 billion was stolen from crypto services
and users in 2025, and $1.5 billion of that came from By-
bit alone [20]. TRM Labs attributes about three quarters
of 2025 losses to compromised keys, signing flows and in-
frastructure, while code exploits were more numerous but
smaller [21], and the pattern continued in the first half of
2026 [22]. Then on 29 October 2026 an attacker took about
$6.4 billion from Binance, which is more than four times By-
bit’s loss and the largest theft on record (Section 7.1) [23].

Table 2 lists the largest incidents on the rekt.news leader-
board [24], plus the Binance theft, which the leaderboard
had not yet listed at the time of writing. For each one the
table shows, counterfactually, the Joltzu controls that would
have applied. We left out frauds and failures of key genera-
tion that no protocol can do anything about. Joltzu cannot
stop keys being stolen or bugs being written either. What it

changes is what a stolen key can sign, how much value can
leave and how quickly, whether a transaction that breaks a
protocol’s own accounting can complete at all and how fast
stolen funds can move, and this means owners, monitoring
and the Council get more time to respond.

7.1. The Binance theft

On 29 October 2026 an attacker drained about $6.4 billion
from Binance hot wallets across about ten blockchains, most
of it within twenty minutes [23, 46]. Binance’s initial inves-
tigation points to a compromised DevOps engineer’s laptop,
which let the attacker reach a service container and submit
withdrawals, and the investigation found no evidence that a
wallet key had leaked [1]. Binance’s own systems appear to
have signed the transfers. On Ethereum, 50 pre-signed EIP-
7702 authorizations turned one hot wallet into a sweeper
that the attacker controlled, and it kept capturing new de-
posits for about three and a half hours. Before issuers could
act, the attacker swapped about $786 million of stablecoins
for ETH and TRX and split 18,270 BTC across 19 addresses.
Stablecoin issuers and others froze about $2.8 billion, 94%
of it in stablecoins, but the ETH and bitcoin remain beyond
any issuer’s reach. TRM Labs attributes the theft with high
confidence to North Korea’s TraderTraitor, although no gov-
ernment has confirmed this. Binance, which suspended with-
drawals and says it will cover all losses, has not yet published
a root cause.

On Joltzu, protecting the signing service would still be
the exchange’s job, but the theft would have unfolded differ-
ently:

• Outflow budgets on exchange hot wallets would have
capped what any signer could move in each period, and
a service that suddenly sent billions would have hit its
budget and raised an alarm within minutes (Section 5.2).

• With safeguards on each hot wallet, a withdrawal service
that signed whatever it was given could only have sent the
daily allowance, and every larger withdrawal would have
waited, in public, for a delay in which the exchange’s se-
curity team, as a canceller, could have cancelled it (Sec-
tion 3.5).

• Joltzu rejects EIP-7702 transactions. The only way a na-
tive account changes how it authorizes spending is through
an administrative policy change. With an administrative
threshold above the payment threshold, a compromised
payment service would not have been able to turn a wal-
let into a standing sweeper (Section 3.3).

• Anyone watching could have paused whatever was still in
the attacker’s accounts by posting a bond, JOLT included,
and the Council could have turned those pauses into holds
(Section 5.7).

• Issuers of approved assets could have placed recorded,
bounded holds on the attributed funds, as Tether and Cir-
cle did here, without halting the network (Section 5.5).
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Incident Date Loss What went wrong Joltzu
Binance Oct 2026 $6.4B A compromised engineer’s laptop reached the withdrawal service;

Binance’s systems signed the transfers, one hot wallet via an
EIP-7702 sweeper [1, 23]

Delayed,
capped, held

Bybit Feb 2025 $1.46B Tampered wallet interface; signers blind-signed a call that
replaced the multisig’s implementation [2]

Blocked,
delayed, held

Ronin bridge Mar 2022 $624M Five of nine validator keys stolen; unnoticed for six days [25] Delayed,
capped, held

Poly Network Aug 2021 $611M A cross-chain message replaced the bridge’s keeper key [26] Capped, held
BNB Token Hub Oct 2022 $586M Forged proof minted 2M BNB; the whole network was halted [27] Capped, held
Bitget Sep 2026 $352M Spoofed transaction data triggered hot-wallet approvals [28] Delayed,

capped, held
Wormhole Feb 2022 $326M Signature check bypassed; 120,000 unbacked wETH minted [29] Capped, held
Liquid Sep 2026 $320M Validation bug minted unbacked L-BTC, withdrawn within 36

minutes [30]
Capped, held

KelpDAO Apr 2026 $292M A single bridge verifier accepted a forged message; released
rsETH posted as lending collateral [31]

Capped, held

Drift Apr 2026 $285M Admin approvals pre-signed over a week earlier; fake collateral
listed; drained in 12 minutes [32]

Blocked,
capped

WazirX Jul 2024 $235M Signed data differed from the custody interface; wallet upgraded
to the attacker’s [33]

Blocked,
delayed, held

Cetus May 2025 $223M Faulty overflow check; $60M bridged away before the pause [34] Reverted,
capped, held

Euler Mar 2023 $197M Donation function skipped the health check [35] Reverted,
capped, held

Nomad bridge Aug 2022 $190M A faulty upgrade trusted the zero root; hundreds of copycat
withdrawals [36]

Capped

Beanstalk Apr 2022 $181M Flash-borrowed votes passed a malicious proposal in one
transaction [37]

Capped

Balancer Nov 2025 $128M Rounding error present in the code since 2021 [38] Reverted,
capped, held

Multichain Jul 2023 $126M Every bridge key under one person’s control [39] Delayed,
capped, held

BadgerDAO Dec 2021 $120M Injected website script requested unlimited approvals [40] Blocked
Mango Markets Oct 2022 $114M Collateral price pumped on the venues its oracle used [41] Capped
Harmony bridge Jun 2022 $100M Two of five multisig keys stolen [42] Delayed,

capped, held
Orbit bridge Dec 2023 $82M Seven of ten signers compromised; drained in 17 minutes [43] Delayed,

capped, held
Curve pools Jul 2023 $62M Compiler bug disabled reentrancy locks [44, 45] Reverted,

capped

Table 2: The largest exploits and how Joltzu responds. Losses are in US dollars at the time. Blocked: the attack’s mechanism is
unavailable under Joltzu’s rules or blocked by default. Delayed: with account safeguards, withdrawals beyond the daily allowance
and changes to the signers wait for a delay in which a canceller can stop them. Reverted: an invariant the protocol registers
on its own accounting would have reverted the exploit transaction. Capped: outflow budgets limit what could leave. Held: a
bonded pause or a Council hold can freeze stolen proceeds while they are still in an account on Joltzu, though not those already
swapped, bridged or dispersed.

7.2. Stolen keys and deceived signers

By value, most losses came from compromised signing and
not from broken code. Let’s first explain what happened at
Bybit. The signers approved what their interface showed as a
routine transfer, while their hardware wallets blind-signed a
call that replaced the multisig wallet’s implementation with
the attacker’s [2, 47]. WazirX lost $235 million the same way,
and in September 2026 spoofed transaction data deceived
Bitget’s approval process [33, 28]. At Drift, attackers per-
suaded the council signers to pre-sign hidden administrative
transactions which stayed valid for more than a week, and
there was no timelock to delay their execution [32]. Ronin,

Harmony, Orbit and Multichain lost the keys securing their
bridges outright, and Ronin’s theft went unnoticed for six
days [25, 42, 43, 39].

In Joltzu we remove the mechanisms these attacks relied
on and limit what remains:

• A native multisig account has no implementation contract
to replace, and changing its signers is an explicit adminis-
trative action. Approvals are tied to the complete decoded
action, the policy version, a nonce and a short expiry, so
a pre-signed approval cannot stay valid for a week (Sec-
tion 3.3).

• With code eligibility enforced, an attacker cannot deploy
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the malicious contract that Bybit’s signers were tricked
into calling (Section 5.1).

• With safeguards, even a change of signers that the sign-
ers really approve, which is what Bybit’s and WazirX’s
swapped implementations amounted to, waits for the ac-
count’s delay, and withdrawals beyond the daily allowance
wait too, so a canceller has hours or days to stop them.
Ronin’s, Harmony’s, Orbit’s and Multichain’s stolen keys
would have been able to sign, but not to take more than
the allowance before someone could cancel (Section 3.5).

• Exchange and bridge accounts move large sums under out-
flow budgets and pre-arranged allowances tied to destina-
tions (Section 5.2). Ronin’s 173,600 ETH and 25.5 million
USDC left in two transactions, and a budget would have
capped both and raised an immediate alarm.

• Stolen proceeds can be frozen wherever they sit on the
chain (Section 5.7). Bybit’s attackers split the funds
within two hours and finished moving them in about ten
days, while less than 4% was ever frozen [48, 49]. On
Joltzu anyone tracing those funds could have paused each
account as they found it by posting a bond, without wait-
ing for an issuer or a committee to respond, and the Coun-
cil could then have held what was caught.

7.3. Bridge verification failures

Bridges have lost more than any other kind of protocol, and
in 2022 they accounted for 64% of DeFi hacking losses [50].
Wormhole, BNB Chain’s Token Hub and Liquid each had
a verification bug which let attackers mint unbacked as-
sets [29, 27, 30]. A faulty upgrade made Nomad trust the
zero root, which let hundreds of copycats withdraw [36],
and a single message to Poly Network replaced its keeper
key [26]. KelpDAO’s bridge relied on one verifier, which
accepted a forged message, and the attacker immediately
posted the released rsETH as lending collateral and bor-
rowed real ETH [31].

In each of these the outcome came down to speed. Liq-
uid’s unbacked bitcoin was withdrawn within 36 minutes,
and while BNB Chain stranded most of the 2 million BNB
the attacker minted, it could only do that by halting its
entire network [51]. On Joltzu, each registered bridge has
its own outflow budget, which means even a complete veri-
fication failure, including Nomad’s copycat rush, is capped
(Section 5.6). Anyone who notices unbacked funds can pause
them by posting a bond, although an attacker who moves
straight away, as KelpDAO’s did with its collateral step, can
get there first, and in that case it is the budget that limits
the damage. Security agents compare bridged supply with
locked backing, and an issuer committee can hold unbacked
balances without stopping the network.

7.4. Application bugs, oracles and governance

Application exploits are the most frequent incidents. For in-
stance, Euler’s donation function skipped a health check [35].
A faulty overflow check let Cetus’s attacker withdraw real
reserves for a one-token deposit, and about $60 million was

bridged away before the protocol paused [34]. Balancer’s
rounding error had been in its code since 2021 [38], and
a Vyper compiler bug silently disabled the reentrancy locks
of Curve pools built with the affected versions [44]. An at-
tacker drained Mango Markets by pumping the price its or-
acle used [41], and Beanstalk fell to flash-borrowed voting
power that passed a malicious proposal in a single transac-
tion [37].

Joltzu screens code before deployment and re-screens de-
ployed code when a new bug class appears, such as a flawed
compiler version. A protocol can also register an invariant
over its own accounting, which validators check at the end
of every transaction that touches it (Section 5.3). Euler’s
attacker finished with debt its collateral did not cover, and
Cetus, Balancer and the affected Curve pools ended up hold-
ing less than their shares were owed, so an invariant compar-
ing those quantities would have reverted each exploit what-
ever the bug behind it, although it would not have helped
Mango or Beanstalk, whose attacks followed the protocols’
own rules. Funds can only leave a protected protocol as fast
as its outflow budget allows, and bonded pauses and holds
can stop stolen proceeds that have not yet moved on. Na-
tive lending accepts only approved collateral, priced by feeds
with independent sources and liquidity requirements, and a
manipulated or stale price has no way to raise withdrawal
capacity (Section 12.7).

7.5. Malicious approvals

Some attacks do not need a stolen key or a code bug at
all, only the victim’s approval. BadgerDAO’s website was
altered to request unlimited token approvals, and more than
500 addresses granted them [40]. Wallet drainers took $494
million in 2024, with permit signatures (token approvals
signed off-chain) behind most of the largest losses [3]. Wallet-
side defences have not kept pace, because a warning only
protects the users of the wallet that shows it, can be dis-
missed and does nothing to limit what a signed approval
later takes.

Joltzu Wallet caps allowances and ties every grant to a ver-
ified website origin and its registered contracts. Before the
user signs, it decodes permits and other signature requests
and flags approvals to new spenders (Sections 8.3 and 8.4).
Validators then enforce the grant’s limits on every spending
path, so a user who is deceived once still loses at most what
the grant allows.

7.6. How networks respond today

When exploits happen, networks improvise. BNB Chain
halted. Sui’s validators blocked the Cetus attacker’s ad-
dresses and later voted through an upgrade to move $162
million [52]. Arbitrum’s Security Council upgraded a core
contract to impersonate the KelpDAO exploiter and move
30,766 ETH [53], and in October 2026 it forced two transfers
out of the Binance attacker’s wallet [46]. After the Tectonic
exploit, Cronos halted and rolled back 10,961 blocks, nearly
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two hours of history [54]. Each of these interventions recov-
ered funds, but through powers which users had not been
told existed. We would rather users knew in advance, which
is why Joltzu spells out up front how it contains an exploit,
using holds with a recorded scope and review, bonded pauses
and outflow budgets. It does not halt the network, roll back
blocks or impersonate accounts.

7.7. AI-accelerated exploitation

AI models are making exploits cheap to find. On SCONE-
bench, a set of 405 contracts exploited between 2020 and
2025, AI agents produced working exploits for 207 (just over
half), worth $550 million in simulated funds. On incidents
after the models’ training cutoff they exploited 19 of 34,
worth up to $4.6 million [55]. Scanning 2,849 recently de-
ployed contracts at $1.22 per run, the agents found two new
vulnerabilities, and a real attacker independently exploited
one of them four days later. Simulated exploit revenue dou-
bled every 1.3 months over that year, and every 0.7 months
for the newest models in 2026 [56].

Independent work agrees with this. The A1 agent ex-
ploited 63% of the real vulnerable contracts in its bench-
mark, and its authors estimate that attackers break even
on exploits worth $6,000 while defenders need $60,000 [57].
A GPT-4 agent exploited 87% of a set of disclosed but
unpatched software vulnerabilities from their descriptions
alone [58]. Leaving bytecode unverified doesn’t protect a con-
tract either, because decompilers and language models now
scan it at scale [59]. The bottleneck has moved from find-
ing vulnerabilities to fixing them. For instance, Anthropic’s
Project Glasswing found more than ten thousand high- or
critical-severity vulnerabilities in a month, yet only 75 of
the first 530 reported to open-source maintainers had been
patched [60].

Old protocols. Contracts deployed years ago were writ-
ten and audited with human attackers in mind, and each
newly discovered bug class can now be checked against all of
them at once. Balancer’s flaw dated from 2021, and Truebit
lost $26 million in 2026 through an overflow in a contract
deployed in 2021 [38, 61]. Old contracts like these cannot be
patched, which means protection for such code has to come
from outside it. On Joltzu, outflow budgets, bonded pauses
and holds apply to old code as much as to new, and the
AI Agent Network re-screens deployed contracts as models
improve.

New protocols. Attackers scan new code as soon as it is
deployed. A1 estimates that an attacker succeeds 86–89% of
the time when a vulnerability is found immediately, but only
6–21% of the time after a week’s delay [57]. This means the
race is decided in the first days. Joltzu moves that race to
before deployment, where projects are generated with tests
and invariants, screened with the same class of models that
attackers use, and only deployed once admitted, and the
invariants can then be registered so that validators enforce
them on every transaction (Section 5.3). New protocols can

also start with conservative outflow budgets that grow with
their operating history.

Security procedures. We assume that attackers will
find some vulnerabilities first, quickly and cheaply, as any
network that holds real value has to, and our procedures
follow from that:

1. Screen every contract with frontier AI models before de-
ployment, alongside human review and formal checks.

2. Re-screen deployed code continuously as models improve
and new bug classes appear.

3. Treat signing as the main attack surface, using decoded
approvals, short expiries and separate keys.

4. Contain exploits by default with outflow budgets, safe-
guards, invariants, bonded pauses and bounded holds, so
that a successful exploit takes less and its proceeds can
be stopped before they are dispersed.

5. Specify emergency powers and their limits in advance, to
keep anyone from improvising during an incident.

8. Joltzu Wallet

Joltzu Wallet is our own wallet, and we built it to close
the gaps in existing wallets described in Section 7. It shows
what a transaction will do before it is signed, blocks high-
risk requests it cannot decode and binds every permission to
a verified website and a budget. It comes as a browser exten-
sion and a mobile app which share one account model, AI
agent, permission manager, messenger and identity controls,
and onboarding explains signers and recovery. Applications
request named actions with budgets and durations, so rou-
tine use within an approved grant needs no repeated popups.
Mobile app links and QR requests also identify the requester
before approval. Both apps show balances, bridge transfers,
activity, active holds and permissions, and they can fund
a pending action through the payment rails in Section 9.4.
Adding a device needs the account’s authorization, while en-
crypted synchronization and encryption-key recovery stay
separate from device pairing and signing-key custody.

Joltzu Wallet also supports lattice-based cryptography, in
the form of ML-DSA-44 signatures (Section 16.2). A user of
the browser extension can opt in to a post-quantum account,
which has no secp256k1 key at all, signs native transactions
with its ML-DSA key and pays its own fees, and an existing
address can move to that key and keep its balances, which
retires its old key. Because this is a software key, the wallet
stores its seed encrypted at rest, opens it for one reviewed
transfer only after the user has verified themselves, over-
writes it afterwards and doesn’t let websites reach it. The
trade-off is that there is no backup, which means losing ei-
ther the browser profile or the credential that unlocks the
seed loses the funds. These accounts send native JOLT and
don’t make contract calls or swaps, connect to applications
or sign for services that take secp256k1 signatures, and this
support covers signing, so the wallet’s message encryption
isn’t post-quantum.
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8.1. Built-in wallet agent

The wallet has an optional AI agent to help users understand
their account and prepare actions. It explains onboarding,
permissions, failures, balances and bridge status, and it can
prepare payments, trades, lending actions, multisig propos-
als and messages. It starts read-only, and the wallet stays in
charge by validating every call the agent proposes, keeping
the signing keys itself and asking for approval before grant-
ing any new authority. The agent says what evidence its
answers rest on and how uncertain they are, and it treats
external content as untrusted. If it uses remote inference,
private inputs need explicit consent and the wallet shows
what it costs.

8.2. Permissions without repeated popups

To avoid a popup for every action, an application asks for
permission on named contracts, operations, assets and recip-
ients, within time and spending limits [62]. For instance a
game might receive permission to spend 20 JOLT per day
and 100 JOLT in total (so 5 days of spending at the full
daily rate) until an expiry, and both caps apply across con-
current requests. New recipients, upgraded implementations
or broader actions need fresh consent. Grants keep working
while the wallet is closed, and the permission manager shows
each grant’s remaining budget, expiry and activity and lets
the user reduce or revoke it. Device access, such as camera
permission, comes with no spending rights.

For token approvals, the wallet checks the asset, spender,
implementation, allowance and expected debit, then applies
a bounded approval or an atomic approve-and-use flow,
while direct JOLT payments need no allowance at all. Bud-
gets count outstanding allowances as exposure and reconcile
consumed allowances without double-counting. Before sign-
ing, the wallet checks the asset’s Council approval, KYC
requirements, upgrades, restrictions and the user’s grants,
then decodes and simulates the call. By default it blocks
high-risk calls it cannot decode, and a screening override
cannot widen a signed grant or get around protocol restric-
tions.

8.3. Domain registry and phishing protection

To protect users from lookalike websites, the Domain Reg-
istry binds each verified website origin to the accounts and
contracts that control it, and the wallet checks for Unicode
confusables, lookalike letters, misspellings and misleading
subdomains [63]. For example, joItzu.com (with a capital
I) normalizes to joitzu.com, not joltzu.com, because DNS
ignores case [64].

Registering a domain takes a mailbox challenge sent to
an email address at the domain, with authenticated align-
ment [65], and also a DNS TXT record or an approved
HTTPS proof. The owner signs the domain, account, nonce
and expiry. Services attest to these checks and validators ver-
ify the attestations, which is why the validators themselves

do not contact email or DNS servers. Records bind con-
tracts, implementations and dates, and ownership changes
need revalidation. A registration only establishes an associ-
ation and doesn’t tell you that the website is safe.

8.4. Website-bound permissions

Each grant ties the exact website origin and registry version
to the chain, implementation, spender, assets, operations,
arguments, limits and expiry. This means a grant doesn’t
carry over to another site that uses the same contract, and
native apps and agents need their own grants. The wallet
captures the origin from the protected browser, app-link or
QR context, while validators can only verify the signed as-
sociation. NFT spending by a new site and collection-wide
approvals get flagged, while AI review weighs contract age,
domain history and simulated asset movements, and a proxy
upgrade needs a fresh assessment instead of inheriting its old
reputation.

Validators enforce the resulting permissions on direct
sends, calls, delegated spending and token pulls [66]. Func-
tion selectors alone are not enough when calldata or proxies
can reach other operations. Disconnecting a website does
not revoke token allowances, while an on-chain revocation
takes effect once it is confirmed and global ordering resolves
any race (Figure 9).

8.5. Contacts and messaging

The wallet’s authenticated, end-to-end encrypted messen-
ger supports favourite contacts, presence, payment requests,
blocking and spam controls, although routing metadata may
remain visible. Messaging keys and relay retention are sep-
arate from signing keys, and reading a message grants no
spending authority. The wallet resolves Joltzu aliases, ENS
names and Unstoppable Domains names through supported
records [67, 68], then shows the resolved destination and
flags any change, although a record for another chain isn’t
automatically the correct Joltzu address.

8.6. Bridges and funds in transit

To show users where their funds are, the wallet tracks each
bridge transfer through source-chain finality, bridge process-
ing and destination settlement, and it shows the amounts,
fees, transaction links and recovery status. Value in transit
is counted once. Tracking a transfer cannot tell you whether
the bridge is secure. Transfers between accounts assigned to
different validator groups need no bridge, because all groups
share one state.

8.7. Automation while the wallet is closed

Subscriptions and conditional callbacks can be processed
while the wallet is closed, either by a JSN keeper (Section 13)
or by any other authorized executor. On-chain execution still
rechecks grants, conditions, gas and available funds. When
the wallet reopens, it shows deadlines, pending actions and
any failures.
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Owner or multisig grant
Origin, contract, assets
Actions, budget, expiry

App or wallet agent requests
An action within its grant

Protocol checks signed grant
Budget, holds, locks, risk

Asset, KYC, registry policy

Execute and update together
Debit, exposure, reservations

Wallet activity feed
Receipt and

remaining budget

Blocked action
Show reason and

permitted next step

Pass

Failed check

Figure 9: Both wallet apps capture who is making the request and obtain a bounded grant. Website grants are bound to the
origin and registered contract, and separate agent grants are bound to their executor. At execution the protocol checks the
signed scope, spending limits, asset and KYC policy, registry status, locks and holds.

8.8. Direct advertising and participation rewards

Joltzu Wallet has an opt-in inbox which lets approved ad-
vertisers pay users for defined participation, following prece-
dents such as Brave Rewards [69]. No essential wallet func-
tion requires ads, and users control the categories, frequency
and senders. Campaigns have separately funded budgets, el-
igibility rules and expiry, and matching favours on-device
preferences, while ads are isolated from approvals and have
no access to keys, credentials or spending authority. Joltzu
limits abuse with unique receipts, rate limits and appeals, al-
though a playback signature cannot prove that a human ac-
tually paid attention. Accepted rewards can be paid through
funded vouchers (Section 9.5), and a user who opts out keeps
the claims they have already earned.

9. Payments

Joltzu’s payment features extend account authority to every-
day commerce, which covers who pays the fee, how several
steps combine into one action, how subscriptions run, how
a pending action gets funded and how small or offline pay-
ments settle.

9.1. Fee sponsorship and payment in other assets

A sponsor can co-sign a user’s exact transaction and pay its
JOLT fee, and doing so gives the sponsor no authority over
what the transaction does [66]. A sponsor can also quote the
fee in another listed asset, such as USDC, in which case the
user signs the asset, rate and maximum charge. That maxi-
mum is escrowed before execution and any unused amount is
returned, while conversion and service charges are disclosed
separately. A multisig account can also repay whoever relays
its approval with a fixed relay fee in JOLT or USDC (Sec-
tion 3.3), which suits co-signers and exchanges that submit
on the owner’s behalf. Unlike Arc [70], Joltzu doesn’t smooth
fees against swings in demand, because per-service budgets
(Section 4.7) already keep one busy application from raising
the price for everyone else, and a fee that lagged behind a
surge would let spam through cheaply.

9.2. Atomic transaction plans

An atomic plan combines several calls into one all-or-nothing
action, for instance redeeming a lending claim for cash, ex-
changing it and paying a merchant [71]. The account’s ap-
proval binds the chain, account, policy version, nonce, a
short expiry and the exact list of calls, each with its tar-
get, value, gas limit and calldata. The calls execute with the
account as sender and are still subject to current permis-
sions, holds, locks and outflow limits. If any call fails, all of
the plan’s effects roll back.

Fees are bound separately in the transaction envelope and
are paid by the account or a sponsor. This means approving
a plan doesn’t by itself authorize a fee debit (Figure 10).
Each call carries its own limits, such as a swap’s minimum
output. Oracle and cross-chain steps remain asynchronous.

9.3. Recurring payments

A recurring mandate fixes the merchant, asset, amount per
period, interval, number of payments and end date. Man-
dates can pay in JOLT or any approved asset. Anyone can
execute the payment currently due, and typically this will
be a JSN keeper. Each period can only settle once, and a
missed period gets skipped instead of building up, so an
outage never produces a surprise catch-up debit. Changing a
mandate needs the owner’s consent. Cancelling it, or making
any change to the account’s policy, stops future collections
without erasing history or open disputes.

9.4. Wallet-managed payment rails

When an account lacks the funds for an action, Joltzu Wal-
let offers integrated card, bank-transfer or cryptocurrency
on-ramps and shows the asset, provider, quote, fees and ex-
pected availability. It then waits until the funds are actually
spendable, which includes any bridge requirements, before it
revalidates and simulates the original call. If the terms have
materially changed the user has to consent again, and if the
action gets cancelled the funds stay in the account.

Applications do not need a provider integration or any
special contract interface. Funding and execution are sepa-
rate stages. A card authorization is not on-chain settlement,
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Account-approved plan
Exact calls, values, gas

limits and expiry

Runtime checks
Eligibility, permissions,
holds, locks, liquidity

Required local operations
Redeem → exchange

→ pay merchant

All required steps succeed
Commit payment, balance,

and order adjustments

A required step fails
Roll back the plan’s
application changes

Transaction envelope
Fee paid by user or sponsor

Capped charge for work

Failure
Success

Validated first

Atomicity covers local application effects. Fees and replay accounting follow the transaction rules.

Figure 10: An atomic plan combines admitted applications and native services. The wallet previews the sequence, and execu-
tion checks its limits against the current state.

and a later provider dispute does not reverse finalized ap-
plication state [72, 73]. Status tracking and reconciliation
prevent duplicate submissions, and availability depends on
the provider and region.

9.5. Funded vouchers and offline spending

Many payments are too small or too frequent to settle one
at a time, such as game actions, API calls, articles, sensor
readings or purchases at a festival with poor connectivity.
Funded vouchers are how Joltzu handles them. The payer
moves a fixed budget of JOLT into a vault for one recipient,
naming a voucher-signing key and a claim deadline, and then
signs vouchers for increasing cumulative amounts. The recip-
ient collects these off-chain, over SigNet (Section 13.6), by
QR code or on a local network, and can redeem them at any
time before the deadline [74, 75].

For latest cumulative amount A, already settled amount
S and budget B,

∆ = max(0, A − S), S ≤ A ≤ B. (4)

Only the increase ∆ is paid, which is why an older voucher
pays nothing. For example, 100 actions at 0.01 JOLT settle
as one 1-JOLT voucher. Anyone can submit a claim, but it
only pays the fixed recipient. A batch checks each voucher
separately, so an invalid item leaves its vault unchanged,
while a failure of the outer transaction reverts the whole
batch (Figure 11).

Because the budget is funded in advance, a voucher is
as good as cash up to the vault’s remaining capacity, and
it stays valid if the payer later changes keys or recovers the
account. To withdraw, the payer requests revocation. Claims
can still be made until the earlier of the original deadline
and one hour after the request, and after that the payer
can reclaim the remainder. This means the recipient always
has time to redeem vouchers already received. If a voucher
key is compromised, all it can do is pay the fixed recipient,
within the remaining budget. Settlement still passes locks
and outflow limits.

The same mechanism works for offline merchants such as
airlines or festivals, where a customer funds a vault for the
merchant and signs vouchers at terminals without a connec-
tion. Terminals cannot tell on their own when a voucher has
been copied to another terminal, so guaranteed acceptance
needs a coordinator, secure hardware or a separate budget
per terminal, although the ledger does reject any over-claim
on reconnection. We plan to add vaults in approved assets.
The wallet distinguishes funded, pending, settled and refund-
able amounts. Vouchers carry no identity records, but they
do reveal amounts and counterparties.

10. Escrow, Conditions and Inheritance

Some payments should only happen when something else
does, for instance when a delivery arrives, a deadline passes,
a price is reached or an owner stops responding. Joltzu pro-
vides these as funded native services. This means the payer’s
funds move into the service when the agreement is made, and
from there the service can only release them to the named
recipients or back to the payer.

10.1. Escrow with delivery confirmation

Before payment, the buyer, merchant and adjudicator all
accept the exact terms, including evidence, deadlines, fees
and fallback. The buyer confirms delivery by scanning an
item code and signing a receipt bound to the chain, purchase,
item, recipient, escrow and nonce, and the code on its own
authorizes nothing. For a receipt accepted at time ta,

Release = ValidReceipt
∧ (t ≥ ta + 7 days)
∧ ClearDisputeStatus.

(5)

An open dispute blocks release, and the adjudicator can
award any split before its deadline, although if it does not
act the buyer is refunded. Without a receipt, the agreed de-
livery deadline and fallback apply. Disputed funds are not
available for lending or orders, and a refunded amount can-
not also go to the merchant (Figure 12). Ordinary finalized
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Fund a voucher vault
Unlocked JOLT

One fixed recipient

Sign cumulative vouchers
Increasing totals

Bound to vault terms

SigNet message window
Collect latest signed totals
Archive required evidence

Native batch settlement
Check each voucher and delta
Signer, deadline, funds, limits

Valid item commits
Debit budget; credit recipient

Advance settled total

Invalid item fails
No item balance change

Wallet shows pending or failed

Direct submission also available

A signed message is pending payment. Finalized execution transfers value.
An outer transaction failure rolls back the batch; fees and claim deadlines still apply.

Figure 11: Funded vouchers settle many small payments at once. Vouchers can travel over SigNet or go directly to the
recipient, and a claim only pays the increase over the total already settled, so a repeated voucher can’t pay twice.

transfers work differently, and they are never reversed on
request.

10.2. Composed conditions

More general conditions are trees of threshold gates, where
each gate means “at least k of its n inputs”, built over four
kinds of evidence: a time being reached, a hash preimage
being revealed, an oracle observation crossing a bound and
a threshold of named signers attesting to an event. AND and
OR are the special cases k = n and k = 1. Anyone can sub-
mit evidence, and because valid evidence is latched perma-
nently, a condition which has been satisfied stays satisfied.
An oracle leaf only sees the feed’s value at the moment evi-
dence is submitted, with no continuous history behind it. A
conditional payment has a deadline, after which the payer
can reclaim it. Condition trees have no negation or veto, so
protection against a bad outcome comes from choosing the
evidence and signers carefully. AI can help express a rule,
but execution only evaluates the resulting typed condition.

10.3. Inheritance

An owner can fund a bequest, which is an amount reserved
for up to sixteen beneficiaries with fixed shares totalling
100%. If the owner does not check in for the inactivity pe-
riod, for example two years, anyone can start a notice period,
such as 30 days, during which the owner can still check in or
cancel. When the notice ends, anyone can settle the bequest
to its beneficiaries. Only an explicit check-in by the owner
resets the inactivity timer, so incoming transfers, relayer ac-
tivity and delegated payments have no effect on it.

The owner can also name verifiers, such as family mem-
bers or a solicitor, and a threshold of them can report the
owner’s death with a commitment to their evidence. This

starts the notice period at once, without waiting for the in-
activity period to run out. Starting the notice is all verifiers
can do. They cannot redirect payments, change shares or
settle early, and an owner check-in voids their report. Their
signatures establish who reported a death but not the death
itself, and an AI classification or a document hash on its own
will not establish it either. The Council has no authority over
estates.

A bequest only covers its funded amount and not every
asset the owner holds. Settlement respects locks and holds,
and once a bequest has settled it cannot be redirected. Legal
estate requirements still apply off-chain.

10.4. Vesting grants

A vesting grant is a funded promise, like escrow and a be-
quest. The grantor locks an exact amount of JOLT for one
beneficiary and can mark the grant revocable when creating
it. Nothing is released before the grant’s cliff, at which point
the share accrued so far becomes available and release then
continues linearly to the end of the term. Anyone can trig-
ger a claim, but it only pays the beneficiary. The grantor
can stop a revocable grant once, and when that happens the
unvested remainder returns to the grantor while amounts al-
ready vested stay claimable. A grant only releases what its
grantor funded, and it has no way to mint JOLT.

11. Identity and Compliance

Some assets and services need to know who is allowed to
use them, for instance tokenized stocks, regulated payment
assets and fiat on-ramps. Joltzu supports this with verified
credentials which are attached to accounts and checked at ex-
ecution, and none of this puts identity documents on-chain.
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the seller.

Figure 12: Delivery settlement combines a receipt signed by the buyer with a dispute window. The barcode identifies the order,
and a contested payment follows the agreed adjudication path.

11.1. Verified credentials

A native AddKYC operation binds a credential from an ac-
cepted issuer to the owner’s authorized account [76]. It
records the credential’s schema, version, validity, status and
a commitment to its contents, but not the underlying doc-
uments. Validators verify the issuer’s signature and the cre-
dential’s eligibility, which is why a user declaring themselves
eligible isn’t enough. An attestation of age or residency can
stand in for the details behind it. Issuers have to get the
user’s consent before issuing, and if an issuer later revokes
a credential it becomes invalid without any history being
rewritten.

11.2. KYC-gated operations and regulated
applications

Restricted services check current credentials, holder class
and jurisdiction at execution, and for a trade this includes
both counterparties. Attestations bind the account, issuer,
scope, version, validity and committed status, so validators
have no need for decrypted documents or live queries to
providers. Transfers, delegated pulls, lending and intermedi-
ary routes enforce the relevant beneficiary policy. If a creden-
tial expires or is revoked, any ineligible orders get suspended,
and refunds and redemption follow the asset’s recovery rules.

11.3. KYC banking on- and off-ramps

Supported providers convert fiat currency to JOLT or ap-
proved assets and back, while the wallet discloses identity
requirements, fees, limits and settlement status, and each
provider decides which credentials it accepts. Identity and
payment are separate permissions, and providers handle re-
versals and refunds without rewriting finalized history. We
are not implying any provider partnership here.

12. Markets and Lending

Joltzu’s markets are native services of the protocol and are
not independent contracts sitting on top of it. The order-
book, automated market maker (AMM) pools, firm quotes

and lending all share the account ledger, which means a
trade, loan or payment settles atomically against the same
balances, permissions and safety checks, and any conflicting
commitments get resolved in the same commit.

12.1. Asset approval

Being ERC-20 compliant is not enough on its own to make
an asset eligible [77]. The Security Council reviews its code,
issuer, backing, custody, redemption, privileges and holder
restrictions, focusing on tokenized stocks, verifiable claims
and payment assets, and a stock token has to identify real
contractual or ownership rights. Approval binds the asset
to its implementation, issuer and policy, and registers its
markets with their precision, quote assets, tick and lot sizes
and any KYC policy. Factories, wrappers and upgrades have
no way around the review. Once an asset is listed, its issuer
committee manages holder permissions, holds and delisting
(Section 5.5). Approval doesn’t guarantee price, liquidity or
issuer solvency.

12.2. Orderbook and perpetual futures

The native orderbook matches orders by price-time priority,
and each fill executes at the maker’s price and may be par-
tial. A resting order holds a soft reservation on the maker’s
cash. If that cash moves elsewhere the same commit resizes
or cancels the conflicting order, which is how Joltzu makes
sure an order never promises funds the account no longer
has. Matching and settlement recheck eligibility, KYC and
restrictions, and a restriction can block fills while still allow-
ing cancellations. Listing on its own does not create liquidity.

An asset approved for spot trading is not automatically
eligible as collateral or for derivatives.

12.3. AMM pools

Constant-product pools complement the orderbook, and
Joltzu runs Uniswap V2-compatible pairs natively [78]. They
keep V2’s pricing, fees, liquidity provider (LP) tokens, flash
swaps and deterministic CREATE2 addresses, which means

21



Sam Witch (2026) Joltzu Whitepaper - Revision 2

existing V2 routers and integrations work unchanged. Pools
accept only listed assets. We chose not to make pool creation
permissionless, which is why pools are created through an
administrative factory, beginning with JOLT/USDC. Pool
reserves are native service accounts, which pauses and holds
cannot name, so pools keep settling during an incident. Pools
can be paired with a native farm that pays JOLT to staked
LP tokens, and the JOLT/USDC pool has one from the
chain’s first day. Its rewards come from two sources, newly
minted JOLT at a rate that only ever decreases and a share
of protocol revenue (Section 3.9), so the farm’s yield leans
more on real usage as the minting falls away. Its owner can
add pools and set allocations but has no way to raise the
minting rate or touch anyone’s stake, and stakers can always
withdraw.

12.4. Firm quotes and currency settlement

A market maker can sign a firm quote that binds the assets,
per-lot price, amounts, permitted taker, identifier, expiry
and fees [79]. Because settlement is atomic, a merchant can
receive one approved currency while the customer pays with
another. Quotes allow partial fills. Unique identifiers pre-
vent replay and remaining-amount records prevent overfill-
ing, while global ordering resolves any races between fills and
cancellations. A maker can back a quote with hard-reserved
cash, which is released when the quote expires. Otherwise
the quote depends on the maker’s liquidity at fill time.

12.5. Lending

Native lending lets users supply JOLT for variable inter-
est and borrow against approved collateral. Supplying cre-
ates an interest-bearing claim on the pool, recorded as non-
transferable shares. This claim isn’t cash, because it earns
interest even while the JOLT behind it is on loan and it can
be redeemed only against the cash the pool has available. In-
terest follows pool utilization, which is the fraction of pool
funds on loan.

Borrowers post oracle-priced collateral within loan-to-
value limits. Each loan has a fixed term, and a position
becomes liquidatable once it breaches its liquidation thresh-
old or reaches maturity. Whatever losses liquidation fails to
recover fall on suppliers in proportion to their shares. Cash
buffers support withdrawals, although at full utilization they
cannot guarantee redemption. The rules for withdrawal pri-
ority and loss allocation also have to handle stale prices and
restricted liquidations.

12.6. Funding orders from lending positions

A supply position can fund market activity directly. When
a user places a bid or fills a quote from supply, the same
commit redeems exactly the shortfall, up to a limit the user
sets. This means the order is backed by real cash instead
of a claim on money that has been lent out, while any sup-
ply that is not needed keeps earning interest. Cancelling an

order returns its cash to the account, and the pool is not
automatically resupplied.

A user can go further and let an order hold a cancellable
reservation on the supply position instead, which redeems
supply only when the order fills, so the whole position keeps
earning interest until then. This isn’t without cost, as set-
tlement then depends on pool cash at fill time. If Vu is the
user’s supply value, Hu its hard encumbrances and Ca the
pool’s available cash, a debit x must satisfy

x ≤ min
(
max(0, Vu − Hu), Ca

)
, (6)

and locks, holds, fees, haircuts and account health can re-
duce this bound further (Figure 13). For example, a user
supplying 1,000 JOLT might bid 700 JOLT for another as-
set. If another authorized action redeems and spends 400,
the remaining position is 600. Because that no longer covers
the bid, the same commit resizes or cancels the conflicting
bid. Borrowing can also reduce pool cash without reducing
anyone’s claim, so every fill rechecks both position health
and settlement liquidity. Reusing collateral needs a shared
risk calculation so that nobody can pledge the same collat-
eral beyond its permitted capacity.

The wallet shows supply value, accrued interest, available
cash, collateral, debt and open orders separately, and pre-
views which orders an action would resize or cancel.

12.7. Oracles and price feeds

The oracle network brings external observations into deter-
ministic execution. It provides a JOLT price feed and a
framework for other approved prices and events. A signa-
ture tells you who reported an observation, but how reliable
that observation is depends on the quality, independence
and manipulation resistance of its sources [80].

Since a signature doesn’t tell you how good an observation
is, each feed sets out what it reports and how, with its quote
units, decimals, independent sources, aggregation, update
frequency and liquidity requirements. For instance, several
reporters repeating one venue do not count as independent
sources. Each signed round then carries its observation and
publication times, version, validity and quality. A report is
tied to its exact context by binding the chain, service, feed
and version, round or event, value, times and validity, and
each publisher’s sequence numbers have to strictly increase.
Consumers need to know what state the data is in, which is
why they distinguish proposed, disputed, finalized, stale and
unavailable data and check freshness before trading, opening
new risk or liquidating. A price and a one-off outcome are
different kinds of question, and they have different bonds, ev-
idence, adjudication and cutoffs. Corrections cannot silently
rewrite settled state, and while AI may assess evidence it
doesn’t get to redefine the question.

Contracts read accepted reports through a native inter-
face and execution consumes them deterministically, while
collecting observations and running any supporting infer-
ence happen outside the transaction. Missing or manipu-
lated data can never increase withdrawal capacity, and a
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Figure 13: Authorized services draw on a common account position. Settlement verifies available cash and obligations, then
updates balances and conflicting orders atomically. Orders funded from supply redeem their cash when they are placed.

feed reporting a price doesn’t mean there is executable liq-
uidity at that price.

13. Joltzu Service Network

The Joltzu Service Network (JSN) is the second part of
Joltzu, alongside the protocol. It handles the work that can-
not happen inside a transaction: hosting application fron-
tends, serving chain data through public RPC endpoints,
producing verifiable randomness (VRF), calling contracts
through keepers when a condition becomes true or a pay-
ment falls due, co-signing transactions that meet an owner’s
rules, relaying signed messages over SigNet and running the
AI agent network’s workers (Section 6). JSN is distributed,
not decentralized. Many machines provide its availability
and capacity, with redundant gateways, competing keeper
workers and replicated SigNet peers, but one operator runs
them all.

We made JSN a separate project from the reference node
and it runs apart from the validators. This means consen-
sus doesn’t depend on it, and if JSN has an outage its ser-
vices can be delayed but block production and finality carry
on. JSN publishes its latency measurements, and the pro-
tocol rechecks everything JSN submits, whether that is an
ordinary transaction or a signed or proved result. Anyone
who doesn’t want to trust the operator can verify state and
receipt proofs, run their own node or host an application
elsewhere, and where the protocol allows it anyone can also
execute a due payment instead of waiting for a JSN keeper.

13.1. Application hosting

JSN serves Studio releases (Section 14.3) from versioned, ap-
proved artifacts under the developer’s deployment authoriza-

tion, and developers can export a release to another host at
any time.

13.2. RPC access

JSN operates the public node endpoints that wallets, appli-
cations and indexers use to read the chain and submit trans-
actions. Developers create API keys in a JSN dashboard and
connect over HTTPS or WebSocket, passing the key in the
endpoint path or an authorization header. JSN only stores
digests of these keys, and it treats a key in a URL as a secret
which has to be kept out of every log.

The endpoints serve the reference node’s Ethereum-
compatible and native methods, including subscriptions to
new blocks, logs and pending transactions. Because commit-
ted blocks are final, a dropped subscription resumes from
the last delivered height with no reorganizations to handle,
and answers about committed history can be cached. JSN’s
answers come from its own nodes and they are not proofs.
An application that cannot trust the operator can request
state and receipt proofs (Section 4.1) or run its own node.

Each request costs compute units weighted by its method.
Every key has a rate limit and an optional monthly cap
within its account’s limits, and owners can tighten a key’s
limits or restrict it to chosen origins, source addresses, meth-
ods and contracts. An origin restriction stops other web-
sites from using a key, although it doesn’t stop other clients.
Indexers, including those Studio generates, read the chain
through the same endpoints and are metered like any other
client, so JSN charges for the data an indexer reads and
doesn’t host the indexer itself.

Accounts pay for usage in bridged USDC (USDC.e) from
a prepaid balance, and a deposit to the billing contract is
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credited once its block is committed. Pricing is graduated.
The rate per compute unit falls as an account’s monthly us-
age passes published thresholds and each rate applies only to
the units within its band. If a balance runs out the account
drops to free-tier limits and doesn’t lose access altogether.
Rates, thresholds and limits will be published with the ser-
vice.

13.3. Verifiable randomness

JSN supplies applications with verifiable randomness, which
is separate from the consensus randomness in Section 2.2. A
VRF job commits its request and gets back an output and
a proof, the proof is verified on-chain before any contract
consumes the output, and single-use identifiers prevent du-
plicate fulfilment. The VRF will be quantum safe, which
rules out the elliptic-curve construction in RFC 9381 [81]
(Section 16.2). The service is paid for in JOLT. Requests
need timeouts and recovery, because a valid proof doesn’t
force anyone to deliver the output.

13.4. Keepers and callbacks

Anyone can register a keeper job for an eligible contract,
triggered by a schedule, a state predicate, an event or a fi-
nalized oracle report. Registration fixes the target, calldata,
expiry, gas budget and spending limits, an event job also
binds the source chain, contract and required finality, and
the owner can update or cancel the job later. When the job
executes, the target rechecks conditions and authority, so ob-
serving an event gives nobody control over another account.
Occurrence identifiers prevent duplicate completion, and the
retries and fees for failed calls are bounded. Callbacks are
ordinary transactions, which means congestion, restrictions
or an exhausted budget can delay them.

13.5. Co-signing

On most chains a stolen key is all an attacker needs, because
whoever holds it can sign from anywhere. JSN’s co-signer
gives an account a second signer which only signs when a re-
quest meets rules the owner has chosen, so a key on its own
is no longer enough to move funds. Co-signing is optional
and an account starts without it. The owner adds the co-
signer’s key to a multisig policy (Section 3.3), and a typical
setup is two of three signers, made up of the owner’s every-
day key, the co-signer and a master key kept offline, such as
a hardware wallet or a key held by a separate multisig. Ev-
eryday transactions are signed by the everyday key and the
co-signer, and the master key is only needed when something
goes wrong. Bots and payment services get the same protec-
tion when they run from their own accounts, which means
a trading bot’s key leaking from a server is not enough to
empty that account either.

The owner can combine any of these rules. An IP allowlist
limits which addresses or network ranges a request can come
from, and an authenticator code requires the six-digit time-
based code from an app such as Google Authenticator [82],

whose secret is shared with the co-signer when the owner
enrols it. The co-signer can also require a registered device,
restrict the hours of the day, cap how much leaves each day
and allow payments only to chosen recipients. Before sign-
ing, it decodes and simulates the request in the same way the
wallet does and then signs the exact approval digest, which
binds the chain, account, policy version, nonce, action, re-
lay fee and expiry, so whoever relays the approval can nei-
ther change nor reuse it. IP rules work best for servers with
fixed addresses, such as payment services, trading bots and
exchange hot wallets, because home and mobile addresses
change often and many customers of one provider can share
an address. For people we would generally recommend an
authenticator code or a registered device, ideally together
with an IP rule, since a lookalike website can ask for a code
and relay it to an attacker within the thirty seconds it is
valid for.

Tightening a rule takes effect straight away, while loos-
ening one, such as adding an IP address, removing the au-
thenticator or raising a limit, waits for a delay of 48 hours
in our illustrative parameters and notifies the owner, unless
the master key signs the change as well. The co-signer treats
an account policy change that removes a signer or lowers a
threshold in the same way. This means an attacker who has
the everyday key can’t simply ask the co-signer to allow
their own address. JSN keeps the rules off-chain, because
publishing them would reveal where the owner signs from.

When the owner’s ISP assigns a new IP address or their
phone with the authenticator is lost, the master key ap-
proves the new address or authenticator immediately. If the
co-signer is unreachable, the everyday key and the master
key together satisfy the same two-of-three policy without
JSN at all, and if the everyday key is lost the master key
and the co-signer can sign while the owner sets up a new one.
An account with no master key would have no way past a
co-signer that stops answering, which is why the wallet asks
for a master key or guardian recovery (Section 3.4) before it
enables co-signing.

Once both signatures are collected, the co-signer can sub-
mit the transaction and pay its gas, and the approval repays
that cost from the account through a relay fee in JOLT or
USDC (Section 3.3), so the owner pays from their own bal-
ance as usual. An owner who would rather pay directly can
submit from the everyday key’s own address instead.

The protocol treats the co-signer as an ordinary signer, so
validators check its signature like any other and co-signing
adds no consensus rule. This means JSN’s co-signer is only
one choice, and users and exchanges can run the same co-
signer themselves, with their own rules and their own servers,
and list its key in place of JSN’s. An exchange can, for in-
stance, keep its hot wallets behind a co-signer inside its own
network, which only signs withdrawals that its risk systems
have approved, without trusting JSN or anyone else. The co-
signer can’t move funds by itself, since it is only one of the
signatures the threshold needs, and the owner can remove it
with an ordinary policy change signed by the everyday and
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master keys. An owner can also name the co-signer as one
of the account’s cancellers (Section 3.5), so that it cancels a
scheduled plan or change that breaks the owner’s rules even
when the other signers approved it.

13.6. SigNet

SigNet is JSN’s temporary store for signed messages and
events. Applications can, for instance, publish maker orders,
votes or payment vouchers there without writing every mes-
sage to contract storage, and indexing services such as The
Graph can then serve these messages to dApps, which leaves
them less dependent on each project’s private database. Pub-
lishing costs no gas, and an account’s message capacity is
tied to its JOLT holdings. Messages are kept for up to two
weeks, so applications that need records for longer have to
archive them or keep commitments on-chain. SigNet detects
duplicates with its own message sequence, which is separate
from transaction nonces. A receipt from a SigNet peer only
acknowledges the message and doesn’t mean it has settled.

JOLT holders can delegate message capacity to other
users without granting them any spending authority, and
the capacity they delegate is bounded and expires. Imagine
an election, where the votes do not need to be stored in-
definitely so temporary storage suits them. With delegated
capacity a newly created wallet can register and sign a vote
without gas and receive evidence of inclusion. SigNet peers
validate signatures, sequence messages, enforce storage quo-
tas and may relay authorized payments, but they have no
way to alter recipients or amounts. Vouchers carried over
SigNet settle on-chain through funded voucher vaults (Sec-
tion 9.5), and there is always a path to redemption other
than SigNet.

14. Developer Platform

We want Joltzu’s developer tools to take an application from
an idea to a reviewed release without every team needing
security expertise. AI generation, visual scripting, reusable
plugins and engine integrations all produce ordinary, in-
spectable Solidity which goes through the same screening
and eligibility checks as handwritten code. The tools build
on both parts of Joltzu, because contracts run on the proto-
col while JSN provides hosting, RPC access and verifiable
randomness.

14.1. From an idea to a specification

From an application brief, Joltzu’s AI tools generate an
inspectable Solidity project, including contracts, interfaces,
wallet calls, indexing, tests and deployment files, and devel-
opers keep editable source and control of each release. The
brief has to define the actors, permitted fund movements,
deadlines, refunds and dispute rules before generation starts.

Example: build an escrow dApp

Build a milestone-escrow dApp using native JOLT. Buyers
fund and approve each milestone; unapproved milestones can
be refunded after agreed deadlines. Include no new token or
administrator withdrawal. Generate the interface, tests and
testnet deployment plan. Ask me to resolve missing payment
or dispute rules first.

The developer then approves testable invariants, which
here are that deposits are conserved, releases are authorized
and no milestone is both paid and refunded.

14.2. Generation, testing and release

Each generated project pins its templates, dependencies and
compilers in a reproducible build manifest. Generated code
and its generated tests can share the same mistake, so static
analysis, fuzzing and bounded formal checks complement in-
dependent review. Reference tools include Slither, Echidna
and SMTChecker [83, 84, 85]. Release review covers byte-
code, privileges, initialization, dependencies and target net-
work, and production deployment needs developer autho-
rization and network eligibility (Figure 14) while developers
keep their deployment credentials.

Review also covers frontends, backend access, data han-
dling and wallet calls, and each interface has to match the
reviewed ABI and addresses. A patch needs a reviewable diff,
tests and fresh analysis, an upgrade needs authorization and
immutable code needs a migration path [86].

14.3. Joltzu Studio

Studio saves developers from jumping between tools by
bringing Solidity and interface generation, visual scripting,
local execution, testnet deployment and release manage-
ment into one workspace, and projects stay editable and
exportable. Its components expose payments, vaults, mar-
kets, lending, identity, oracles and VRF, which saves wiring
up each one, and wallet-managed funding (Section 9.4) needs
no provider-specific integration. Before release, browser and
mobile previews show permissions, KYC requirements, fund-
ing and simulated balance changes. Each release binds its
build, dependencies, addresses, domains, flow profiles and re-
views, and JSN hosts approved release artifacts (Section 13).
Private input sent to a model provider requires consent.

14.4. Joltzu Visual Scripting

Smart contract development requires a specific skill and
knowledge of blockchain, which makes custom contracts
quite difficult to create. Joltzu Visual Scripting (JVS) re-
duces the impact of this by turning connected visual nodes
into readable Solidity and EVM bytecode. Developers aren’t
stuck with the graph, because the source stays editable. Vi-
sual graphs and written briefs produce the same inspectable
source and validation records. To keep costs visible, red
storage nodes and gas estimates highlight expensive oper-
ations. Types include integers of different widths, booleans,
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Figure 14: Joltzu Studio takes an application brief through specification, generation, reproducible validation, independent
review and admission. The developer authorizes the release, and the workspace has no way around network verification.
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Figure 15: Visual scripting for deployment and minting,
including initialization, payment validation and failure han-
dling. Generated contracts go through the ordinary admis-
sion process.

addresses and structs, and automatic packing preserves
their semantics. Generated flows use application guards, ex-
plicit failure paths and the checks-effects-interactions pat-
tern. Nodes also expose plugins, precompiles and native trad-
ing, and Figure 15 shows deployment and an NFT mint cost-
ing three JOLT.

14.5. Reusable contract plugins

Each plugin instance is an ERC-1167 minimal proxy that
points to a reviewed implementation, which means deploying
one costs a fraction of a full deployment [87]. Plugins cover
ERC-721, ERC-1155 and approved ERC-20 assets, and ex-
plorers show the shared source, although each instance still
needs its own initialization and privilege checks. Plugin au-
thors may receive disclosed usage royalties.

14.6. Aliases and pre-call hooks

Joltzu aliases are readable names held as ERC-721 tokens,
similar to ENS, and the current owner sets the destination
an alias resolves to. Transferring an alias points it at the
new owner, so a name can’t keep resolving to a previous
owner. Wallets resolve aliases when preparing a transaction,
and registration fees are protocol revenue (Section 3.9).

A contract can name its own pre-call hook, which is a
bounded, read-only check that has to approve every call into
the contract. This lets applications enforce allowlists without
changing contract logic. A hook only implements the rules
it was given and doesn’t by itself establish legal compliance.
The same service lets a contract name an invariant checker,
which validators ask once at the end of each transaction that
touched the contract instead of before each call (Section 5.3).

14.7. Game engine plugins

Games running in a browser can hook into some wallets, but
desktop games don’t have such luxuries. Our Unity and Un-
real Engine plugins give browser, desktop and mobile games
access to wallet connections, signing, contract calls, transac-
tion status, randomness, payments, markets and JVS con-
tracts. Keys stay with the player’s signer, approved grants
cover routine actions and broader spending needs consent.

14.8. Foundation grants

Foundation grants reward useful dApps, security work, ac-
cessible onboarding and sustained development, including
fixes, integrations and documentation. Programs publish
their budgets and eligibility, and rewards for long-term work
can be paid through native vesting grants (Section 10.4). A
developer doesn’t need to issue a token to build a business.

15. Joltzu World

Joltzu World is a 3D multiplayer world played in the browser,
in which Joltzu’s features become places to explore. Instead
of reading a dashboard, a player walks a robot avatar over to
a reactor console to buy JOLT, to a trading floor to use the
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orderbook or to an arcade table to roll dice with verifiable
randomness, and every on-chain action goes through Joltzu
Wallet. Like the developer platform, the world is an applica-
tion built on the protocol and JSN. It runs on desktop and
mobile with keyboard, mouse or touch controls, and there is
nothing to download.

15.1. Areas

• Power hall. The reactor console opens JOLT purchases,
and a vault displays the genesis NFTs a wallet has earned.

• Trading floor. This is the native orderbook and markets
(Section 12), and the room shows live depth, fills and the
player’s own orders.

• Arcade. The dice table requests randomness from JSN.
The player pays the fee and a keeper delivers the result
with its proof, which the contract verifies before the dice
land (Section 13). Arcade cabinets host partner games,
starting with Estfor Kingdom.

• Quarters. Every player gets a room of their own on the
mezzanine, with a desk showing their balances.

• Atrium. The central hall that connects the areas, with a
large screen for announcements.

New players get objectives, collectables and warps to guide
them through each area, which is how exploring the world
doubles as an introduction to Joltzu.

15.2. Multiplayer and safety

Players join halls of up to ten through a lobby server, which
keeps every avatar in sync about fifteen times a second, and
they can use emotes, hall chat and global chat. The world
follows the same safety principles as the rest of Joltzu:

• Players only connect to the lobby and do not connect to
each other, which means nobody learns another player’s
IP address, and no wallet details are shared.

• The server assigns names, so nobody can pose as staff.
• Chat removes links, addresses and hidden characters be-

fore anyone sees a message, and each sender is rate-limited.
A pinned notice reminds players that Joltzu never asks for
funds in chat, and any player can be muted.

• The world never holds keys. Every purchase, roll or or-
der is a transaction the player approves in Joltzu Wallet,
which decodes and simulates it like any other.

• Shared events, such as another player’s purchase, cannot
be faked because they are read from the chain instead of
from other players.

15.3. Wallet integration

Joltzu World connects directly to Joltzu Wallet. Because a
popup for every small action would quickly get in the way of
playing, a player can approve a limited grant for the world,
for instance a daily JOLT budget for arcade fees, and routine
actions then go through without repeated popups. Larger
or new actions still ask for consent (Section 8.4). The grant
is bound to the world’s verified origin and contracts, and
validators enforce its limits.

16. Governance and Post-Quantum Migration

16.1. Joltzu Autonomous Organization

The Joltzu Autonomous Organization (JAO) is Joltzu’s
counterpart to a decentralized autonomous organization
(DAO). Through it the JOLT community proposes and votes
on routine protocol upgrades and parameter changes on-
chain, and approved changes have to pass policy checks be-
fore they execute. Joltzu deliberately keeps the JAO apart
from the single-purpose committees of Section 5.6, so rou-
tine upgrades, Council incident actions and code admission
each have their own authorization path. Committee mem-
bership, terms, appeals and key rotation are set through
the JAO, which also decides how the treasury is spent (Sec-
tion 3.9). Submitting a proposal or a bonded report doesn’t
give anyone the authority to edit code or seize assets.

16.2. Post-quantum cryptography and key
migration

No machine can break today’s signatures, but the estimates
keep falling. In March 2026 Google put a break of secp256k1
at no more than 1,450 logical qubits and under 500,000 phys-
ical qubits, taking about 9 minutes from a primed state, and
that assumes superconducting hardware with physical error
rates of 10−3 [88]. Joltzu’s 500 ms slots make it hard to in-
tercept a transaction before it lands, as long as it’s included
promptly. The larger risk is recovering a key at rest, because
an account’s public key can be recovered from any signature
it has made and validator keys are public by design. Our
state, receipt and block commitments use Keccak-256 and
don’t need replacing.

So Joltzu uses post-quantum cryptography for everything
it controls, and ordinary user accounts stay on secp256k1
because exchanges and standard wallets need it. Every con-
sensus signature uses ML-DSA-44 [5], which is standardized,
stateless and available in the OpenSSL version the node al-
ready pins. That covers votes, proposals, new-views, group
voting, double-sign evidence and proofs of possession. The
Security Council, the code-admission path and oracle pub-
lishers need ML-DSA signatures too, because their keys are
set at genesis and no outside wallet is involved. Peer links
use a hybrid key exchange (Section 17.11).

Joltzu uses neither BLS nor a hybrid of the two, which
means a practical break of ML-DSA would allow forged fi-
nality with no second signature to stop it. We accept that
risk, because ML-DSA is a NIST standard and keeping BLS
would mean maintaining two key types for protection that
ends once quantum machines arrive. Consensus names its
signature types in one module and derives its size limits from
them, so changing scheme stays contained. We also looked at
leanXMSS, the hash-based signatures Ethereum is develop-
ing, and decided against them. The implementation is still
an unaudited prototype [89], and reusing a one-time posi-
tion breaks the scheme, while our signer may be asked for the
same digest repeatedly. Proof-based aggregation doesn’t pay
at our committee size either. leanVM reports 318.4 KiB and
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0.947 s to prove 1,290 signatures [90], which is longer than a
slot, while a plain list from 22 signers is about 52 KiB and
needs no proving. A signature list only reaches that proof
size at about 130 signers.

Large signatures have a real cost, and we pay it in cer-
tificates. An ML-DSA-44 public key is 1,312 bytes and a
signature is 2,420 bytes. These signatures don’t aggregate,
so a certificate lists one signature per signer and active com-
mittees are capped at 32. A commit certificate from 22 of
32 signers is about 54 KB, where the same BLS certificate
would be about 536 bytes. With a block in every slot that
comes to about 9.3 GB of certificates a day, and since finality
archives are never pruned our storage budgets have to allow
for it. With three phases and all-to-all delivery, each valida-
tor also handles about 465 KB/s of vote traffic, and verifying
a round’s votes takes about 7.4 ms on one core. These are
calculations and not measurements, and running 32 valida-
tors inside a 500 ms slot across real networks is the thing
most likely to change the committee limit. User transaction
capacity doesn’t change while accounts use secp256k1.

Ordinary accounts upgrade through the native policies in
Section 3.2. This is the same idea as Ethereum’s account ab-
straction, where an account says how it is validated so that
the scheme can change while the account stays. An ML-DSA
signer is still a 20-byte address, taken from the Keccak-256
hash of a type byte and its public key, following EIP-7932
and EIP-8051 [91, 92]. An owner adds one by updating the
account’s policy, and the account keeps its address and bal-
ances. Leaving the old key out of the policy retires it, and a
retired key then fails at block admission, firm quotes, AMM
permit, ERC-1271 checks and ecrecover, in line with the
intent of EIP-8151 [93]. Each signature names its kind, so a
later scheme such as FN-DSA only needs a new kind and a
verifier. An account can also use ML-DSA from the start, be-
cause a native transaction can carry an ML-DSA signature
in place of a secp256k1 one, with its sender derived from the
key, so that account needs no secp256k1 key and no relayer.
This costs more, since a plain transfer needs 270,280 gas
(with illustrative prices) against 21,000 for secp256k1, which
means a block of 100,000,000 gas holds about 370 of them
at about 3.8 KB each, and these transactions can’t be spon-
sored. They are a native format that standard Ethereum
wallets can’t sign, although Joltzu Wallet can (Section 8).
An upgraded account’s approval carries about 3.7 KB, paid
for as call input, and it reaches the chain in a transaction
from any funded account calling its account, including one
that signs with ML-DSA itself. Services whose signers be-
long to users or issuers, such as grants, recovery, vouchers
and quotes, use secp256k1. A policy doesn’t move anyone by
itself, though, so an exchange that signs standard Ethereum
transactions stays on secp256k1 until it chooses to upgrade.

The VRF in JSN will be quantum safe as well, even though
it sits outside the protocol. Elliptic-curve proofs won’t do,
because the public key appears in every fulfilment, so a ma-
chine that can break secp256k1 could recover the proving
key and would then know each output as soon as a request
is committed, which hands the advance knowledge we de-

scribe for the operator’s prover (Section 17.15) to whoever
owns that machine. We can’t simply switch it to ML-DSA,
for the same reason block randomness doesn’t use it (Sec-
tion 2.2), since a prover could keep signing until the out-
put suited it, and RFC 9381 only defines RSA and elliptic-
curve constructions, neither of which survives a quantum
computer. We know of no standardized post-quantum VRF.
The hash-based reveals that consensus uses are one candi-
date, because a committed Merkle root fixes exactly one
value for each position and a contract can check it with a
few dozen hashes, although each position could only serve
one request and the prover would need to commit to a fresh
root whenever a tree runs out. None of this changes with-
holding, because the prover still sees each output first and
can decline to deliver it.

The BN254, BLS12-381 and KZG precompiles exist only
for EVM compatibility and won’t be safe for authorization
once quantum machines exist.

As of 31 October 2026 the Ethereum Foundation’s post-
quantum team estimates that Ethereum’s protocol upgrades
could be completed by 2029, with no fixed date and full
execution-layer migration taking years longer [94], and Arc
has published its own roadmap [95]. EVM compatibility
depends only on the execution layer, so we can follow
Ethereum’s account work without matching its validator sig-
natures. None of this makes Joltzu fully quantum-resistant.
Any account still relying on secp256k1 is open to a machine
that can break it, and new keys cannot protect ciphertext
that is already public.

17. Attacks

Section 7 tests the design against past thefts. Here we go
through the assumptions that Joltzu’s security rests on and
how the design responds to attack, from consensus and the
peer network to services, software, users and governance.
Where the design leaves a risk open we say so.

17.1. Security assumptions

For ledger safety we assume that Byzantine validators hold
less than a third of the global committee’s assigned weight,
and as long as that is true no height can finalize two blocks,
whatever any group does (Appendix A). Liveness is more
fragile. A certificate needs more than two-thirds of its com-
mittee’s total assigned weight (offline members included),
so a third or more of a group’s weight can stop that group.
Because the default inclusion policy requires a batch from
every group in each block, one stalled group stalls the ledger
under that policy. Clocks and message delays can affect live-
ness but not agreement. Joltzu also assumes that its signa-
ture and hash schemes are secure and that clients start from
a checkpoint they trust (Section 17.3). Consensus does not
depend on JSN at all. This analysis doesn’t settle whether
the adversary may corrupt validators after committees are
chosen, and Section 17.5 explains why that choice matters.
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17.2. Double spends and conflicting state

A double spend is when a user tries to spend the same funds
more than once. For instance, Alice might try to spend the
same 100 JOLT twice. Both transactions have to go through
the group assigned to her account, which sees both and re-
jects the nonce conflict before anything is proposed. Exe-
cution in the global order then checks balances and shared
contract state, so only the spending that the resulting state
supports can settle.

17.3. Long-range attacks and weak subjectivity

A long-range attack is when validators from an old epoch
come back and try to rewrite history. They cannot simply
replay an old committee’s certificates into a later epoch, be-
cause every commit certificate is checked against the com-
mittee that governs its height and a new committee is only
accepted through the certified block that announced it. This
does not stop validators who once held more than two-thirds
of a committee’s weight from withdrawing their stake and
later signing an alternative history that branches inside their
epoch. Their conflicting votes stay valid evidence indefi-
nitely, but stake already withdrawn escapes the penalty.

This is why Joltzu relies on weak subjectivity, which
means a client is only protected if it starts from a re-
cent checkpoint that it got independently, and a checkpoint
handed over by a peer doesn’t count. Light clients pin their
trust root. A new validator replays from genesis, so with-
out one it accepts the first certified history it is served. A
trusted checkpoint must be no older than the unbonding
period (seven days in the illustrative parameters).

17.4. Equivocation and validator key compromise

Equivocation is when a validator signs conflicting votes.
Signing keys live in a separate signer process, and each val-
idator records every vote durably before asking for a signa-
ture, so a crash and restart cannot make it contradict itself.
A validator that does sign conflicting votes can be reported
and slashed (Section 2.6). Two ML-DSA signatures over the
same vote can differ, so detection compares the signed state-
ments and never the signature bytes. That durable record
only helps with crashes. An operator who restores a stale
backup or runs a second signer with the same key can still
produce conflicting votes. Key custody and operations have
to rule out both.

17.5. Group capture and randomness bias

Groups parallelize consensus, but they put fewer validators
behind each certificate. The global committee can consist of
the validators with the most bonded stake, up to a size limit,
and the epoch seed can shuffle it into groups whose member
counts differ by at most one. The shuffle balances member
counts and ignores weight, so one heavy validator can hold
a third or more of a group’s weight while holding far less
of the committee’s, and any random split can leave some

group with a larger Byzantine share than the committee as
a whole. This means capturing a small group costs less than
capturing the global committee.

A captured group cannot fork the ledger or insert an in-
valid batch, because global validators re-verify every batch
(Appendix A). It can still withhold certificates, which stalls
the ledger under the default policy, or censor every sender
in its account range until membership changes. Assignments
stay public for a whole epoch, which leaves time to bribe
or attack a group, and withholding only costs slot rewards.
The seed itself can be biased by a proposer that withholds
its block (Section 2.2). Security at this layer depends on
group sizes, weight-aware assignment, the corruption model
and the resulting bound on the probability that any group
exceeds its fault threshold.

17.6. Network partitions

The CAP theorem states that during a network partition
you can only have consistency or availability. When a quo-
rum is unavailable Joltzu chooses consistency over liveness.
Thresholds count total assigned weight (not just the online
stake), so separate partitions cannot each reach a quorum
and finalize conflicting blocks. Dependencies between groups
also affect availability, because under the default inclusion
policy one unavailable group stalls the ledger (Section 17.1).
Recovery has to handle that dependency explicitly.

17.7. Follow the leader attacks

This attack is when the leader is specifically targeted with
some form of (D)DOS and then, when the leader rotates,
the attackers move to the next leader. The proposer sched-
ule is public, which is how an attacker can go after leaders
as their slots approach. Joltzu reduces the impact of this be-
cause rotation and concurrent group consensus spread the
pressure and epoch randomness keeps later schedules unpre-
dictable, although disrupting one group can still delay the
shared ledger. Recovery has to deal with targeted outages
directly, without asking users to hold accounts in several
ranges.

17.8. Censorship

A group’s scheduled leader chooses which pending transac-
tions go into its batch, and members only vote on whether
a batch is valid and do not check whether it is complete,
which is how a leader can omit a transaction. Rotation lim-
its the damage, because the leader changes at every height
and round and an omitted transaction stays in honest mem-
bers’ pools until the next honest leader includes it. A cap-
tured group can still exclude its senders until membership
changes (Section 17.5), and Joltzu has no forced-inclusion
mechanism.

Under the default policy the global proposer cannot drop
a group’s batch. Where a policy does allow omission, honest
voters reject a first-round selection that leaves out a batch
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they have already verified, but later rounds accept omissions
so that a slow group cannot block the chain, which is why
omission depends on an authenticated inclusion cutoff that
every validator can check. The protocol also has to limit
how long a fault-tolerant group can delay a valid transac-
tion, because services with deadlines, like liquidations, quote
expiries and challenge windows, are sized against that limit.

17.9. Front-running and transaction ordering

Neither a group leader nor the global proposer gets to choose
the execution order, because validators recompute the de-
terministic order before voting (Section 2.4). That order fol-
lows fees and ignores arrival time, so anyone who sees a
pending transaction can still pay to execute just before it
and place another just after it, which is the pattern behind
front-running and sandwich attacks. Pending transactions
are public because peers relay them in plaintext.

This means users are protected by the limits they sign and
cannot count on execution order. An orderbook order will
not fill beyond its limit price, and a firm quote can name its
permitted taker (Section 12.4). A swap is protected by the
minimum output that its router or calling contract enforces,
because native AMM pairs have no built-in router. Joltzu
claims no resistance to ordering-based extraction.

17.10. Timestamp manipulation

Holds, bonded pauses, time locks, voucher deadlines, recur-
ring payments, escrow and inheritance windows, unbonding
and oracle freshness all read the consensus block timestamp
instead of a validator’s own clock. A proposer cannot write
whatever time it likes into a block, because each block sits in
a 500 ms slot counted from the genesis time, each slot has to
be later than the one before it, and an honest validator will
not prepare a proposal until its own clock has reached that
slot. A proposal dated up to 15 seconds ahead (an illustra-
tive value) is held until the validator’s clock reaches that slot,
and anything dated further ahead is dropped. This means
a proposer cannot move time backwards or push it past the
clocks of the honest validators in its quorum.

A proposer can hold time back though, because nothing
bounds how early a first-round proposal may be dated, and
that lets a faulty proposer delay deadlines until the next hon-
est block. Services also resist repeated or delayed triggers.
For instance, a repeated notice does not restart its window
and missed recurring periods are skipped instead of being
paid in a burst. Because deadlines carry no inclusion guar-
antee, users and services need margins. A validator whose
clock falls behind a slot it has signed stops signing until it
catches up, so clock faults only affect liveness.

17.11. Eclipse and peer attacks

In an eclipse attack a node gets surrounded by an attacker’s
peers. Validator links are mutually authenticated TLS 1.3
connections, and each side checks the other’s certificate, is-
sued by a single network certificate authority, against an

explicit allowlist that validator operators configure. These
links pin the hybrid X25519MLKEM768 key exchange, so a
classical-only negotiation fails, and their certificates use ML-
DSA-65, since size matters little in a handshake. Since an
unlisted peer is refused before any of its messages is queued,
a Sybil attacker gains nothing by creating identities. A trans-
port identity carries no voting authority either, as every vote,
proposal and certificate is still checked against committee
keys, so a peer that isolates a node can delay it but not
deceive it.

A node that is catching up only replays complete propos-
als with commit certificates, re-executing each block and
comparing the result with the certified commitments. It
treats an empty reply as an unverified claim and rotates
requests across its configured peers. Before permissionless
operation Joltzu needs to bind transport identities to regis-
tered validator keys and replace or harden that certificate
authority, and nodes also need to detect possible eclipse by
comparing heads across independent peers.

17.12. Flooding and denial of service

A malicious bot farm may send legitimate transactions as
quickly as possible to overload the network. This isn’t with-
out cost, because execution reserves a transaction’s full max-
imum fee before running it, so a sender cannot execute more
work than its balance pays for. Each node limits its pending
pool both overall and per sender, although the pool does not
check balances.

Every input is size-checked before it is buffered. Calldata,
access lists, RPC requests and peer frames all have fixed
caps, and an oversized frame closes the connection. When
a peer exceeds its share of a node’s inbound queue, only
that peer’s frames get dropped. Validators accept no pub-
lic connections, so public traffic reaches them through non-
voting nodes that hold no signing keys, including those be-
hind JSN’s authenticated gateways with per-client budgets
(Section 13.2). The only fee floor is a nonzero gas price. If
enough voting weight does go down then the partition rules
kick in.

17.13. State growth

Contract storage pays the standard EVM storage gas, native
services charge fixed gas before doing any work and every
committed state record has a bounded key and value size.
But Joltzu has no state rent or expiry, and some native
records, such as challenge indices and tombstones, are kept
permanently, which means state grows with use.

17.14. Replay and signature misuse

An attacker can also try to use a signed message again, later
or somewhere else. Every native signed format begins with
its own tag and version and includes the chain ID, and
Ethereum transactions have to carry a chain ID, so a sig-
nature made for one purpose or chain verifies for no other.
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Group committees also sign under a domain derived from
their assignment. Transactions and account approvals con-
sume separate nonces, and reentrancy cannot replay an ap-
proval because its nonce is spent before any of its calls run.
Nobody can alter a signature into a second valid transac-
tion either, since every secp256k1 signature must use the
low-s form and Ethereum transactions must be canonically
encoded.

Not every signature is single-use. An account-message
proof can be checked repeatedly until it expires, and native
ERC-1271 answers, like ERC-1271 itself, carry no expiry or
nonce. This means applications have to include their own do-
main and a one-time nonce in the hash they ask an account
to sign.

17.15. Compromised service operator

Since a single operator runs all of JSN, we have to assume
that operator can go down or get hacked. Consensus carries
on regardless, but what can go wrong is different for each
service. For instance, RPC endpoints answer from the oper-
ator’s own nodes, so reads can be false or withheld. Applica-
tions that cannot trust them verify state and receipt proofs
or run their own node, and a dropped transaction can be
resubmitted through any node without settling twice.

As host, the operator could serve tampered frontend code
at a registered origin, which is invisible to origin binding.
Protection falls to the wallet’s decoding and simulation, to
code eligibility and to grants that cannot widen without
fresh consent. Hashes of approved artifacts also need to be
published for wallets to compare. The VRF prover can com-
pute each output as soon as a request is committed and
could withhold one it dislikes. Applications need to treat
an undelivered request as void instead of requesting again.
Only registered workers execute keeper calls, so the opera-
tor can delay them until they expire, while native recurring
payments remain open to anyone. SigNet peers cannot alter
signed messages but can withhold them, and vouchers re-
deem without SigNet. A compromised co-signer could refuse
to sign, which the everyday and master keys get around to-
gether, or sign whatever it is sent, which leaves the account
as safe as its everyday key on its own was before it enabled
co-signing. The co-signer also sees the IP addresses and de-
vices that requests come from, so it has to publish how long
it keeps them, and owners who run their own co-signer avoid
all of this.

While one operator runs every AI worker, a committee’s
agreement only reflects that operator’s judgement, so auto-
mated holds should stay disabled until independent opera-
tors are admitted. The operator also sees which addresses
and contracts clients query, and it has to publish how long
it keeps that metadata.

17.16. Software supply chain

Bybit’s signers approved a theft through a tampered inter-
face (Section 7), which is why we assume that any client soft-

ware can be compromised. Validators enforce network eligi-
bility, account policies, outflow budgets and locks whichever
software signed a transaction, which limits what a tampered
wallet or frontend can do. Joltzu Wallet’s approvals also
bind the complete request. Where code eligibility is enforced,
validators only accept runtime code whose hash the code-
admission committee approved, so a compromised compiler
or dependency cannot deploy unreviewed bytecode. The
node’s toolchain, compilers and dependencies are pinned by
version and hash, and it runs the exact image it built. Pin-
ning fixes what gets built but cannot show that a distributed
binary came from reviewed source, which takes reproducible
builds, signed releases, a reviewed update channel for the
wallet and signed publication of SDK packages.

17.17. Address poisoning and impersonation

With address poisoning, attackers plant lookalike addresses
in a victim’s history, hoping that the victim later copies the
wrong one into a payment. They also imitate websites to
collect approvals. Joltzu Wallet keeps favourite contacts, re-
solves aliases to addresses and flags a changed destination
(Section 8), and checks websites for lookalike names and
against the Domain Registry (Section 8.3). Protocol rules
have no way to tell a mistaken recipient from an intended
one, so the wallet also has to warn before a first payment to
an address that resembles a saved contact.

17.18. Governance and committee attacks

Committees exist so that someone can step in, and that
power brings its own risks, because keys can be compro-
mised, members can collude, repairs can be faulty and re-
strictions can be repeated. Splitting authority up limits what
any one committee can do, and supermajority thresholds,
recorded actions, expiries and review deadlines constrain the
rest.

17.19. Application and native-service exploits

A service can look correct alone and still break when com-
bined with another, which is why security review needs to
test both. It has to cover code admission and upgrades, si-
multaneous fills and withdrawals, stale prices, asset-policy
changes, KYC on both sides of a settlement and the prop-
agation of holds. Account policies have to hold on every
spending path too, including while the wallet is closed, and
so do safeguard allowances, which is why the ledger checks
them on every debit rather than at each service. Contract
invariants help here as well, because they check the state a
combination of services leaves behind rather than any one
service’s logic.

A relayer that supplies too little gas could burn a user’s
approval. Grant and recurring-payment services prevent this
by checking that they can forward an exact amount of gas
before consuming an authorization. Account plans can sign
the least gas the plan has to receive, and an approval that
leaves it at zero accepts whatever the relayer forwards, so a
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relayer that supplies too little can make such a plan fail and
spend its nonce. Pre-call hooks are capped at 100,000 gas
and invariant checks at 200,000, both paid from the trans-
action that triggers them.

17.20. Credential, advertising and voucher abuse

A KYC-gated service relies on an issuer’s word about a user,
and false credentials, stale attestations and compromised is-
suers all threaten it. Ads and vouchers have different prob-
lems and also need testing against hostile content, duplicate
claims, parallel collectors and reused budgets. It helps that
a signed message on its own doesn’t authorize a payment.

17.21. AI network and intent attacks

Joltzu’s AI agents can get things wrong by themselves or
be attacked, and security review needs to cover both. Cor-
related errors in generated code and tests, nondeterminism
and false alerts are the first kind, while malicious frontends,
worker collusion, prompt injection and poisoned telemetry
are the second. Joltzu addresses these risks with request-
bound evidence, independent verification and externally en-
forced permissions, and neither a good reputation nor a per-
suasive explanation can authorize spending.

18. Conclusion

We are building Joltzu because we think everyday users need
a blockchain that protects them by default. Native accounts
and their safeguards, contract invariants, outflow budgets,
bonded pauses and separated authority make theft slower
and recovery more likely, and they do this without halting
the network. Native markets and payments give developers
safe building blocks on one shared ledger, and sharded con-
sensus delivers the throughput those applications need.

The two parts of Joltzu ask for different kinds of trust.
The protocol is decentralized because validators decide the
ledger. The Joltzu Service Network is distributed but run by
one operator, although consensus never depends on it and
validators recheck whatever it submits. Its claims have to be
earned through independent review, published benchmarks
and real application use.

Appendix A: Formal Specification of Sharded Consensus

Two TLA+ modules go with this paper, and between them
they specify Joltzu’s consensus. HotStuff.tla specifies the
protocol that every slot runs, whether that is a group slot
certifying a batch or a global slot finalizing a block, while
ShardedConsensus.tla composes group slots and global
slots into the ledger. Both modules follow the reference
node’s vote rules.

Model

The state of the model is the set of votes that honest val-
idators have cast. A validator’s round is the latest round in

which it has voted, and the validator may move to any later
round at any time, as it would after a timeout. Its lock is
its latest commit vote. The model treats Byzantine valida-
tors as having signed every statement, which is why their
weight counts towards every certificate. We do not model
leaders, because an honest validator may vote for any value
its rules allow, which covers every behaviour of an equivocat-
ing leader. Messages may be delayed arbitrarily, and the set
of values that honest validators accept as valid only grows.
Listing 5 shows the core of the slot protocol.

Certified(s, r, ph, v) ==
LET voters == {p \in Honest \cap Committee(s) :

[p |-> p, s |-> s, r |-> r, ph |-> ph,
v |-> v] \in votes}

IN 3 * (SumW(voters) + FaultyW[s])
> 2 * TotalW[s]

Final(s) == {v \in Values(s) :
\E r \in Rounds(s) : Certified(s, r, "commit", v)}

SafeToPrepare(p, s, r, v) ==
LET l == Lock(p, s) IN
IF l = NoLock THEN TRUE
ELSE \/ l.v = v

\/ \E r2 \in Rounds(s) : l.r < r2 /\ r2 < r
/\ Certified(s, r2, "prepare", v)

Prepare(p, s, r, v) ==
/\ MayVote(p, s, r, "prepare", v)
/\ v \in ValidIn(s)
/\ SafeToPrepare(p, s, r, v)
/\ Cast(p, s, r, "prepare", v)

PreCommit(p, s, r, v) ==
/\ MayVote(p, s, r, "precommit", v)
/\ Certified(s, r, "prepare", v)
/\ LET l == Lock(p, s) IN

IF l = NoLock THEN TRUE ELSE l.v = v \/ l.r < r
/\ Cast(p, s, r, "precommit", v)

Commit(p, s, r, v) ==
/\ MayVote(p, s, r, "commit", v)
/\ Certified(s, r, "precommit", v)
/\ Cast(p, s, r, "commit", v)

Listing 5: The slot protocol.

MayVote requires a validator to be on the committee and
voting in a round no earlier than its latest vote. It also for-
bids a second vote in the same phase and round, and it limits
each validator to one value per round across all phases. As
in the reference node, a certificate counts absent members
towards the total weight.

In the composition, the global slot at each height runs
the same rules over manifests, and a manifest assigns each
group at most one batch. A global validator only accepts a
manifest when every included batch is valid and was final-
ized by its own group in the same slot (Listing 6). Because
HotStuff.tla shows that the slot protocol implements an
atomic consensus object, the composition represents each
group slot by that object. In that object a fault-tolerant
group finalizes at most one batch, which is valid, while a
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group beyond its fault bound may finalize anything, includ-
ing several conflicting or invalid batches.

AcceptsManifest(h, m) ==
\A g \in Groups : m[g] = Omit \/

(ValidBatch(m[g]) /\ m[g] \in groupFinal[g][h])

GroupFinalize(g, h, b) ==
/\ Started(h) /\ b \notin groupFinal[g][h]
/\ GroupTolerant(g) =>

(groupFinal[g][h] = {} /\ ValidBatch(b))
/\ groupFinal’ =

[groupFinal EXCEPT ![g][h] = @ \cup {b}]
/\ UNCHANGED votes

LedgerAgreement == \A h \in Heights :
Cardinality(Global!Final(h)) <= 1

LedgerValidity == \A h \in Heights :
\A m \in Global!Final(h), g \in Groups :

m[g] # Omit => ValidBatch(m[g])
/\ m[g] \in groupFinal[g][h]

Listing 6: Composition and ledger properties.

Safety theorems

Consider a fault-tolerant committee, by which we mean one
with total weight W and Byzantine weight F < W/3. Since
a certificate needs honest voters H with w(H) + F > 2W/3,
every certificate includes honest weight greater than W/3.

Lemma 1. The honest voters H1 and H2 of any two
certificates share a validator. Proof. w(H1) + w(H2) >

4W/3 − 2F , while w(H1 ∪ H2) ≤ W − F , so w(H1 ∩ H2) >

W/3 − F > 0.

Lemma 2. Two certificates of the same phase and round
are for the same value. Proof. By Lemma 1 an honest val-
idator voted in both, and it votes for one value per round.

Lemma 3. If v has a commit certificate in round r, no
value w ̸= v has a prepare certificate in any round r′ > r.
Proof. Suppose otherwise and take the least such r′. Consider
the honest votes that first formed the prepare certificate
for w in round r′. By Lemma 1 one of them was cast by
an honest validator p that voted commit for v in round r.
That commit vote came before p’s prepare vote, because a
validator never votes in a round earlier than its latest vote.
Also, p had not voted commit in round r′, since no pre-
commit certificate for w in round r′ yet existed and p votes
for one value per round. So when p voted prepare, its lock
was (rl, vl) with r ≤ rl < r′. If rl > r, the lock rests on a
pre-commit certificate, and so also on a prepare certificate,
for vl in round rl, which gives vl = v by the minimality of
r′. Otherwise vl = v directly. As w ̸= vl, the prepare vote
needed a prepare certificate for w in some round between rl

and r′, which contradicts the minimality of r′.

Theorem 1 (slot safety). A fault-tolerant slot finalizes
at most one value. An honest validator that voted prepare
on that value accepted it as valid and stored it. Proof. Let
v and w have commit certificates in rounds r ≤ r′. If r = r′,

Lemma 2 gives v = w. If r < r′, an honest voter of the
commit certificate for w saw a pre-commit certificate for w

in round r′. An honest voter of that certificate saw a prepare
certificate for w in round r′, so Lemma 3 gives w = v. The
same chain from a commit certificate leads to an honest
prepare voter, which validated and stored the value. The set
of valid values only grows, so the value remains valid.

Theorem 2 (ledger safety). If the global committee is
fault tolerant then, whatever any group does: (i) each height
finalizes at most one block; (ii) every batch in a finalized
block is valid and was finalized by its own group in the
same slot, and a block holds at most one batch per group
slot; and (iii) every finalized block, including its batches,
is stored by an honest validator. Proof. Parts (i) and (iii)
are Theorem 1 for the global slot. For (ii), Theorem 1 gives
an honest validator that accepted the block. That validator
accepts a block only after checking every batch’s validity and
its group’s commit certificate, and neither can later become
false. Finally, a manifest assigns each group at most one
batch.

This means a group beyond its fault bound can equivocate
or certify an invalid batch, but it cannot fork the ledger or
place an invalid batch in it. At worst its slot is omitted
or, under the default inclusion policy, the ledger stalls (Sec-
tion 17.1).

Model checking

We ran the TLC model checker over the configurations in
Table 3, where it explored every reachable state and found
no violation of any property. Each configuration uses four
validators of equal weight, one of them Byzantine. The slot
configuration checks Agreement, Validity, Available and
the temporal property AtomicDecision, which states that
a single valid value becomes final in one step and never
changes. The ledger configurations check LedgerAgreement,
LedgerValidity, LedgerAvailable and HeightsInOrder.

Model Scope States
Slot protocol One slot, rounds 0–2, two

values
1,892,899

Two groups One height, global rounds
0–1

197,650

Two heights One group, one global round
per height

25,317

Byzantine
group

Two groups, one Byzantine;
one height, global rounds 0–1

1,036,320

Table 3: Exhaustive TLC runs: distinct states explored, af-
ter symmetry reduction, with no violation found.

We also made sure these checks are not vacuous. TLC con-
firms that blocks do become final, that a block can include
batches from both groups and that a second height can fi-
nalize. If we remove the lock rule from SafeToPrepare, or
lower the quorum to half the total weight, TLC produces
a slot that finalizes two values, and if we remove the global
validators’ re-validation of batches, the Byzantine group can
place an invalid batch in the ledger.
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Scope

The theorems cover safety for any committee size and num-
ber of rounds, while model checking confirms them for
the bounded configurations above. The specification doesn’t
cover liveness under partial synchrony, epoch and committee
transitions, RANDJAO or the deterministic ordering rule.
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